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(57)Abstract: 

PROBLEM TO BE SOLVED: To provide a transmission system capable of transmitting 
video information and sound information with high quality. 

SOLUTION: This transmission system for transmitting video information and sound 
information with high quality performs time division multiplexing of a video signal and a 
sound signal and transmits the resultant signals as a cryptogram. A transmitting side 
compresses the sound signal on time base, multiplexes the compressed sound signal 
on the time base to the blanking period of the video signal and transmits the video 
signal as a cryptogram. Control is performed by using a sound signal data enable signal 
ADE, and a switching signal of the sound signal and the video signal. 
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CLAIMS 



[Claim(s)] 

[Claim 1] It is transmission SHITESUMU which it is the transmission system which 
consists of a sending set which keeps a fly-back-line period and transmits digital 
image information, and a receiving set which receives said digital image information, 
and said sending set transmits digitized voice information in said fly-back-line period, 
and is characterized by said receiving set receiving said digitized voice information in 
said fly-back-line period. 

[Claim 2] The sending set which generates the frame information which keeps a 
fly-back-line period and includes digital image information, enciphers, and is 
transmitted, Receive said enciphered frame information, decode and said digital image 
information is extracted from the decoded frame information. It is the code 
transmission system which consists of graphic display devices to display. Said sending 
set The frame information which multiplexes digitized voice information to said frame 
information in said fly-back-line period and by which said digitized voice information 
was multiplexed is enciphered, and it transmits. Said graphic display device Code 
transmission SHITESUMU characterized by receiving and decoding said enciphered 
frame information, extracting said digitized voice information from said fly-back-line 
period kept into said frame information which generated and generated frame 
information, and changing into a sound signal. 

[Claim 3] The sending set characterized by to have a multiplexing means is the 
sending set which generates the frame information which keeps one or more 
fly-back-line periods, and includes digital image information, enciphers, and is 
transmitted, and multiplex digitized voice information to said frame information in said 
fly-back-line period, an encryption means encipher said frame information by which 
said digitized voice information was multiplexed, and a transmitting means transmit 
said enciphered frame information. 

[Claim 4] It is the sending set according to claim 3 which said generated frame 
information keeps a vertical-retrace-line period, then a horizontal blanking interval is 
kept for every Rhine, and said digitized voice information consists of two or more 
Rhine speech information including the Rhine image information, and is characterized 
by said multiplexing means multiplexing said Rhine speech information in said 
vertical-retrace-line period and/or said horizontal blanking interval. 
[Claim 5] Said encryption means is a sending set according to claim 4 characterized 
by including a frame key generation means to generate the frame key used as a key of 
encryption, and the frame cryptographer stage which enciphers the digitized voice 
information and digital image information which are included in said frame information 
using said frame key generated corresponding to frame information corresponding to 



frame information. 

[Claim 6] The Rhine cryptographer stage which enciphers the Rhine speech 
information and the Rhine image information that said frame cryptographer stage is 
included in said frame information using said frame key, Until encryption of a renewal 
means of a key to update said frame key, all the Rhine speech information contained in 
said frame information, and Rhine image information is completed To said Rhine 
encryption means, using said updated frame key, control to encipher the following 
Rhine speech information and the following Rhine image information, and said renewal 
means of a key is received. The sending set according to claim 5 characterized by 
including the loop control means controlled to update said updated frame key again. 
[Claim 7] Said frame cryptographer stage is a sending set according to claim 5 
characterized by using the same cipher system in encryption of said digitized voice 
information and said digital image information. 

[Claim 8] Said Rhine cryptographer stage is a sending set according to claim 7 which 
sets up the initial value for voice, sets up the initial value for images which enciphers 
the Rhine speech information, next has the same value as said initial value for voice 
using said set-up initial value for voice, and is characterized by enciphering the Rhine 
image information using said set-up initial value for images. 

[Claim 9] It is the sending set according to claim 5 which said sending set transmits 
said enciphered frame information to a graphic display device, and is characterized by 
using a common operation module for said encryption means in authentication of said 
graphic display device, generation of said frame key, and encryption of said frame 
information. 

[Claim 10] It is the sending set according to claim 4 which generates the image enable 
signal which shows transmission of said digital image information, and is characterized 
by generating the voice enable signal which shows transmission of said digitized voice 
information, and said transmitting means transmitting said image enable signal 
generated further and said voice enable signal in said fly-back-line period in the 
period when said multiplexing means includes said digital image information within said 
frame information further. 

[Claim 11] Said multiplexing means is a sending set according to claim 10 
characterized by generating the voice enable signal which shows transmission of said 
digitized voice information in said verticahretrace-line period where said digitized 
voice information is multiplexed, and/or said horizontal blanking interval. 
[Claim 12] It is the sending set according to claim 3 which said multiplexing means 
generates said frame information using the multiplex control signal which identifies 
transmission of said digitized voice information and said digital image information, and 
is characterized by said transmitting means transmitting said multiplex control signal. 
[Claim 13] Said multiplexing means is a sending set according to claim 3 characterized 
by keeping a non-signal period between said digitized voice information and said digital 



image information, and generating frame information. 

[Claim 14] Said frame information enciphered from the sending set according to claim 
3 is received and decoded. A receiving means to receive said frame information which 
is the graphic display device which extracts and displays said digital image information, 
and was enciphered from the decoded frame information, An extract means to extract 
digitized voice information from a decode means to decode said enciphered frame 
information, and said fly-back-line period kept into said decoded frame information, 
and to extract digital image information from other periods, The graphic display device 
which displays said extracted digital image information and is characterized by having 
an output means to change said extracted digitized voice information into a sound 
signal. 

[Claim 15] It is the graphic display device according to claim 14 which said digitized 
voice information consists of two or more Rhine speech information, and said frame 
information keeps a vertical-retrace-line period, then a horizontal blanking interval is 
kept for every Rhine, and said Rhine speech information is multiplexed in said 
vertical-retrace-line period and/or said horizontal blanking interval including the 
Rhine image information, and is characterized by said extract means extracting said 
Rhine speech information from said vertical-retrace-line period and/or said horizontal 
blanking interval. 

[Claim 16] Said decode means is a graphic display device according to claim 15 
characterized by to include a frame decode means decode the digitized voice 
information and the digital image information which are included in said frame 
information enciphered as a frame key generation means generate the frame key used 
as a key of decode, using said frame key generated corresponding to frame 
information, corresponding to frame information. 

[Claim 17] A Rhine decode means to decode the Rhine speech information and the 
Rhine image information that said frame decode means is included in said enciphered 
frame information using said frame key, Until decode of all the Rhine speech 
information contained in said frame information enciphered as a renewal means of a 
key to update said frame key, and Rhine image information is completed To said Rhine 
decode means, using said updated frame key, control to decode the following Rhine 
speech information and the following Rhine image information, and said renewal means 
of a key is received. The graphic display device according to claim 16 characterized by 
including the loop control means controlled to update said updated frame key again. 
[Claim 18] Said frame decode means is a graphic display device according to claim 16 
characterized by using the same decode method in decode of said digitized voice 
information and said digital image information. 

[Claim 19] Said Rhine decode means is a graphic display device according to claim 18 
which sets up the initial value for voice, sets up the initial value for images which 
decodes the Rhine speech information, next has the same value as said initial value 



for voice using said set-up initial value for voice, and is characterized by decoding the 
Rhine image information using said set-up initial value for images. 
[Claim 20] Said decode means is a graphic display device according to claim 16 
characterized by using a common operation module in decode of said frame 
information as which authentication by said graphic display device and said frame key 
were generated and enciphered. 

[Claim 21] It is the graphic display device according to claim 15 with which said 
transmitting means receives said voice enable signal which shows further 
transmission of said image enable signal which shows transmission of said digital 
image information, and said digitized voice information, and said extract means is 
characterized by to extract said digitized voice information in the period when said 
digital image information is extracted at and said voice enable signal shows it in the 
period when said image enable signal shows within said frame information further. 
[Claim 22] It is the graphic display device according to claim 14 which said receiving 
means receives the multiplex control signal which identifies transmission of said 
digitized voice information and said digital image information, and is characterized by 
said extract means extracting said digitized voice information and said digital image 
information using said multiplex control signal. 

[Claim 23] Said receiving means keeps a non-signal period between said digitized 
voice information and said digital image information, and the enciphered frame 
information is received. Said extract means In the non-signal period between said 
digitized voice information and said digital image information The graphic display 
device according to claim 14 which generates the multiplex control signal which 
identifies reception of said digitized voice information and said digital image 
information, and is characterized by extracting said digitized voice information and 
said digital image information using said generated multiplex control signal. 



DETAILED DESCRIPTION 



[Detailed Description of the Invention] 
[0001] 

[Field of the Invention] This invention relates to the code transmission system which 



enciphers and transmits a digital video signal and a digital sound signal. 
[0002] 

[Description of the Prior Art] If the video signal of an analog is transmitted to LCD 
(Liquid Crystal Display Device) or CRT (Cathode Ray Tube), a blot and a ghost will 
occur in the display screen by wave-like strain etc. 

(DVI specification) In order to solve the above-mentioned problem, by DVI (Digital 
Visual Interface) specification, the video signal to LCD or CRT is transmitted by digital 
one. Thereby, the screen of high quality without a transmission strain can be displayed. 
[0003] The conventional signal-transmission system by which DVI specification was 
applied consists of a sending set and a receiving set, and the sending set and the 
receiving set are connected through the transmission line. A sending set is equipped 
with three a TMDS encoder / serializers, and a receiving set is equipped with three a 
TMDS decoder / recovery. Three component signals which consist of RED(s), 
GREEN(s), and BLUE(s) are inputted into the TMDS encoder / serializer which 
corresponds, respectively, and each TMDS encoder / serializer carry out TMDS 
encoding, carries out the Syria rise of each component signal, and sends it out to a 
transmission line. Next, TMDS decoding is carried out, and each TMDS decoder / 
recovery of a receiving set recover the received signal, and restores a component 
signal. 

[0004] the signal with which DE (enable [ data ]) signal shows the period when 
component signals, such as RED, GREEN, and BLUE, exist — it is — HIGH — it is 
active. For example, the period when DE signal serves as LOW is the Horizontal 
Synchronizing signal period or Vertical Synchronizing signal period of an image. CTL0, 
CTL1, CTL2, and CTL3 are prepared for the CTL signal as a control signal. In addition, 
by current DVI specification, these signals are in an intact condition. Specifically, the 
level of a signal is always 0. 

[0005] The TMDS encoder / serializer of a sending set carry out the Syria rise of the 
video signal which changed into 10 bits the video signal inputted by 8 bits, and was 
changed into 1 0 bits, and sends it out to a transmission line. The purpose changed into 
10 bits from 8 bits is making it the form where lessened the changing point of data and 
it was suitable for high-speed transmission. Moreover, a TMDS encoder / serializer 
changes 2 bits of control signals into 10 bits, and sends them out to a transmission 
line. Moreover, a data enable signal is also doubled, and it encodes, and the Syria rise 
is carried out and it is sent out to a transmission line. The TMDS decoder / recovery 
of a receiving set decode the 10-bit serial data received from the transmission line to 
2 bits of each of 8 bits of a chrominance signal, a data enable signal, and a control 
signal, and develops. 

[0006] (HDCP specification) HDCP (High-bandwidth Digital Content Protection 
System) specification is proposed again as a digital content protection system which 
suited DVI specification. HDCP specification is the specification for transmitting the 



image contents for which protection of copyrights is needed using the 
signal-transmission system which suits DVI specification, and, fundamentally, consists 
of encryption of a sending set, a receiving set, authentication of a between, a key 
share, and the image contents on a channel. 

[0007] The signal-transmission system which applied HDCP specification has the 
authentication section which does authentication with a receiving set, and key sharing, 
the cryptopart which encipher image information using the shared key, and the TMDS 
coding section, and has the authentication section which does authentication with a 
sending set, and key sharing, the TMDS decode section, and the decode section which 
decode using the key which shared the received signal in a receiving set in a sending 
set. 

[0008] By this configuration, it is 12 between a sending set and a receiving set. After 
carrying out authentication and a key share through C bus, a sending set enciphers 
image RGB data and transmits them through the TMDS encoder of DVI specification. 
After receiving through the TMDS decode section of DVI specification, a receiving set 
decodes the image RGB data enciphered using the same key as a sending set, and 
obtains the image RGB data of a basis. It is HDCP about the code used by HDCP 
specification here. Cipher is called and it is HDCP. The part of the core of Cipher is 
common in authentication, a key share, and an image data encryption. 
[0009] As explained above, the image of high quality can be transmitted in the data 
transmission system which applies DVI specification and HDCP specification, carrying 
out protection as a work of the image on a transmission line. 
[0010] 

[Problem(s) to be Solved by the Invention] In recent years, in a personal computer, a 
digital-broadcasting receiving set, a DVD regenerative apparatus, etc., playback of the 
digital image to which the digitized voice was added has spread, and it is requested 
increasingly that high quality is transmitted about voice as well as the above in 
addition to an image. 

[0011] Then, this invention aims at offering the transmission system which can 
transmit image information and speech information for high quality, a sending set, a 
receiving set, and a graphic display device, in order to cope with this request. 
[0012] 

[Means for Solving the Problem] In order to attain the above-mentioned purpose, this 
invention is a transmission system which consists of a sending set which keeps a 
fly-back-line period and transmits digital image information, and a receiving set which 
receives said digital image information, said sending set transmits digitized voice 
information in said fly-back-line period, and said receiving set is characterized by 
receiving said digitized voice information in said fly-back-line period. 
[0013] Moreover, the sending set which this invention generates the frame 
information which keeps a fly-back-line period and includes digital image information, 



enciphers, and is transmitted, Receive said enciphered frame information, decode and 
said digital image information is extracted from the decoded frame information. It is 
the code transmission system which consists of graphic display devices to display. 
Said sending set The frame information which multiplexes digitized voice information 
to said frame information in said fly-back-line period and by which said digitized voice 
information was multiplexed is enciphered, and it transmits. Said graphic display 
device Said enciphered frame information is received and decoded, said digitized voice 
information is extracted from said fly-back-line period kept into said frame 
information which generated and generated frame information, and it is characterized 
by changing into a sound signal. 

[0014] Moreover, this invention is the sending set which generates the frame 
information which keeps one or more fly-back-line periods, and includes digital image 
information, enciphers, and transmits, and is characterized by to have a multiplexing 
means multiplex digitized voice information to said frame information in said 
fly-back-line period, an encryption means encipher said frame information by which 
said digitized voice information was multiplexed, and a transmitting means transmit 
said enciphered frame information. 

[0015] Here, said generated frame information keeps a vertical-retrace-line period, 
then a horizontal blanking interval is kept for every Rhine, and including the Rhine 
image information, said digitized voice information consists of two or more Rhine 
speech information, and said multiplexing means may be constituted so that said 
Rhine speech information may be multiplexed in said vertical-retrace-line period 
and/or said horizontal blanking interval. 

[0016] Here, said encryption means may be constituted so that a frame key 
generation means to generate the frame key used as a key of encryption, and the 
frame cryptographer stage which enciphers the digitized voice information and digital 
image information which are included in said frame information using said frame key 
generated corresponding to frame information may be included corresponding to 
frame information. 

[0017] The Rhine cryptographer stage which enciphers the Rhine speech information 
and the Rhine image information that said frame cryptographer stage is included in 
said frame information using said frame key here, Until encryption of a renewal means 
of a key to update said frame key, all the Rhine speech information contained in said 
frame information, and Rhine image information is completed To said Rhine encryption 
means, using said updated frame key, control to encipher the following Rhine speech 
information and the following Rhine image information, and said renewal means of a 
key is received. You may constitute so that the loop control means controlled to 
update said updated frame key again may be included. 

[0018] Here, in encryption of said digitized voice information and said digital image 
information, said frame cryptographer stage may be constituted so that the same 



cipher system may be used. Here, said Rhine cryptographer stage sets up the initial 
value for voice, and using said set-up initial value for voice, it may set up the initial 
value for images which enciphers the Rhine speech information, next has the same 
value as said initial value for voice, and using said set-up initial value for images, it 
may constitute it so that the Rhine image information may be enciphered. 
[0019] Here, said sending set may transmit said enciphered frame information to a 
graphic display device, and in authentication of said graphic display device, generation 
of said frame key, and encryption of said frame information, said encryption means 
may be constituted so that a common operation module may be used. Here, the image 
enable signal which shows transmission of said digital image information in the period 
when said multiplexing means includes said digital image information within said frame 
information further is generated, and in said fly-back-line period, the voice enable 
signal which shows transmission of said digitized voice information may be generated, 
and further, said transmitting means may be constituted so that said generated image 
enable signal and said voice enable signal may be transmitted. 

[0020] Here, in said vertical-retrace-line period where said digitized voice information 
is multiplexed, and/or said horizontal blanking interval, said multiplexing means may be 
constituted so that the voice enable signal which shows transmission of said digitized 
voice information may be generated. Here, said multiplexing means may generate said 
frame information using the multiplex control signal which identifies transmission of 
said digitized voice information and said digital image information, and said 
transmitting means may be constituted so that said multiplex control signal may be 
transmitted. 

[0021] Here, said multiplexing means may be constituted so that a non-signal period 
may be kept between said digitized voice information and said digital image 
information and frame information may be generated. Moreover, this invention 
receives and decodes said frame information enciphered from said sending set. A 
receiving means to receive said frame information which is the graphic display device 
which extracts and displays said digital image information, and was enciphered from 
the decoded frame information, An extract means to extract digitized voice 
information from a decode means to decode said enciphered frame information, and 
said fly-back-line period kept into said decoded frame information, and to extract 
digital image information from other periods, Said extracted digital image information is 
displayed and it is characterized by having an output means to change said extracted 
digitized voice information into a sound signal. 

[0022] Here, said digitized voice information consists of two or more Rhine speech 
information, and said frame information keeps a vertical-retrace-line period, then said 
Rhine speech information is multiplexed in said vertical-retrace-line period and/or 
said horizontal blanking interval including the Rhine image information by keeping a 
horizontal blanking interval for every Rhine, and said extract means may be 



constituted so that said Rhine speech information may be extracted from said 
vertical-retrace-line period and/or said horizontal blanking interval. 
[0023] Here, said decode means may be constituted so that a frame decode means 
decode the digitized voice information and the digital image information which are 
included in said frame information enciphered as a frame key generation means to 
generate the frame key used as a key of decode, using said frame key generated 
corresponding to frame information may be included corresponding to frame 
information. 

[0024] A Rhine decode means to decode the Rhine speech information and the Rhine 
image information that said frame decode means is included in said enciphered frame 
information here using said frame key, Until decode of all the Rhine speech 
information contained in said frame information enciphered as a renewal means of a 
key to update said frame key, and Rhine image information is completed To said Rhine 
decode means, using said updated frame key, control to decode the following Rhine 
speech information and the following Rhine image information, and said renewal means 
of a key is received. You may constitute so that the loop control means controlled to 
update said updated frame key again may be included. 

[0025] Here, in decode of said digitized voice information and said digital image 
information, said frame decode means may be constituted so that the same decode 
method may be used. Here, said Rhine decode means sets up the initial value for voice, 
and using said set-up initial value for voice, it may set up the initial value for images 
which decodes the Rhine speech information, next has the same value as said initial 
value for voice, and using said set-up initial value for images, it may constitute it so 
that the Rhine image information may be decoded. 

[0026] Here, in decode of said frame information as which authentication by said 
graphic display device and said frame key were generated and enciphered, said decode 
means may be constituted so that a common operation module may be used. Here, 
said transmitting means may receive said voice enable signal which shows further 
transmission of said image enable signal which shows transmission of said digital 
image information, and said digitized voice information, and said extract means may be 
constituted so that said digital image information may be further extracted in the 
period which said image enable signal shows within said frame information and said 
digitized voice information may be extracted in the period which said voice enable 
signal shows. 

[0027] Here, said receiving means may receive the multiplex control signal which 
identifies transmission of said digitized voice information and said digital image 
information, and using said multiplex control signal, said extract means may be 
constituted so that said digitized voice information and said digital image information 
may be extracted. Said receiving means keeps a non-signal period between said 
digitized voice information and said digital image information, and the enciphered 



frame information is received here. Said extract means In the non-signal period 
between said digitized voice information and said digital image information The 
multiplex control signal which identifies reception of said digitized voice information 
and said digital image information may be generated, and using said generated 
multiplex control signal, you may constitute so that said digitized voice information 
and said digital image information may be extracted. 
[0028] 

[Embodiment of the Invention] The personal computer system 10 as a gestalt of 
operation of one concerning this invention is explained. 

1. The configuration personal computer system 10 of the personal computer system 
10 consists of the PC (personal computer) main frame 20, a CRT display unit 30, a 
keyboard 41, and a mouse 42, as shown in drawing 1 . The PC main frame 20 and the 
CRT display unit 30 are connected by Cables 50a and 50b. 

[0029] Moreover, the PC main frame 20 consists of units which are not illustrating the 
video connection 201, the image speech processing section 202, the DVD I/O section 
203, a control section 204, and others, as shown in drawing 2 . Moreover, as for the PC 
main frame 20, the computer program is memorized by said RAM or said hard disk unit 
including a microprocessor, ROM and RAM, a hard disk unit, etc. When said 
microprocessor operates according to said computer program, the PC main frame 20 
attains the function. 

[0030] The CRT display unit 30 is constituted including the video connection 301, the 
display control section 302, the CRT section 303, the loudspeaker control section 304, 
and the loudspeaker 305. The video connection 201 consists of the multiplex section 
211, a HDCP cryptopart 215, and the TMDS coding section 213, as shown in drawing 
3 . The HDCP cryptopart 215 contains a cryptopart 212 and the authentication key 
share section 214. Moreover, the video connection 301 consists of the TMDS decode 
section 31 1, the HDCP decode section 315, and the separation section 313, as shown 
in drawing 3 . The HDCP decode section 315 contains a cryptopart 312 and the 
authentication key share section 314. 

[0031] DVD is recording the coding image speech information which consists of 
coding image information that compression coding of the image information was 
carried out, and coding speech information by which compression coding of the 
speech information was carried out. An example of said image speech information is 
movie information which consists of a dynamic image and speech information. The 
DVD I/O section 203 is equipped with said DVD by the user. From DVD with which the 
PC main frame 20 was equipped, the PC main frame 20 reads coding image speech 
information, separates the read coding image speech information, and generates 
coding image information and coding speech information. Next, coding image 
information is decoded and decode image information is generated. Here, decode 
image information and coding speech information are digital signals. Next, the PC main 



frame 20 enciphers decode image information and coding speech information, 
respectively, and outputs the encryption image information and encryption speech 
information which generated and generated encryption image information and 
encryption speech information to the CRT display unit 30 through cable 50a. The CRT 
display unit 30 decodes reception, and the received encryption image information and 
encryption speech information for encryption image information and encryption 
speech information, displays the decode image information which generated and 
generated decode image information and decode speech information on the CRT 
section 303, changes the generated decode speech information into the sound signal 
of an analog, and outputs it by the loudspeaker 305. 

[0032] 1.1 Keyboard 41, mouse 42, control-section 204, DVD I/O section 203, and 
image speech processing section 202 keyboard 41 and a mouse 42 generate the 
directions information corresponding to the directions which received the input of the 
directions which reproduce said coding image speech information currently recorded 
on said DVD, and received the input from the user, and output the generated 
directions information to a control section 204. 

[0033] A control section 204 outputs read-out directions of said coding image speech 
information for said directions information to the DVD I/O section 203 based on 
reception and the received directions information. The DVD I/O section 203 outputs 
said coding image speech information which read said coding image speech 
information from said DVD, and read the aforementioned read-out directions based on 
reception and the received read-out directions to the image speech processing 
section 202. 

[0034] The image speech processing section 202 separates reception and said 
received coding image speech information for said coding image speech information, 
decodes the coding image information which generated and generated coding image 
information and coding speech information, and outputs the decode image information 
which generated and generated decode image information, and the generated coding 
speech information to the video connection 201. 

1.2 The video connection 201(1) multiplex section 211 multiplex section 211 receives 
decode image information and coding speech information from the image speech 
processing section 202. 

[0035] Decode image information includes two or more frame image information 
equivalent to one frame. By displaying said two or more frame image information 
continuously, a dynamic image is expressed in the CRT display unit 30. Moreover, 
each frame image information includes 480 Rhine image information equivalent to one 
line. Moreover, coding speech information contains the frame speech information 
corresponding to said frame image information. Frame speech information is changed 
and outputted to voice within the time zone when the frame image information that it 
corresponds is reproduced in the CRT display unit 30. Moreover, each frame speech 



information contains 480 Rhine speech information corresponding to said Rhine image 
information. 

[0036] The multiplex section 21 1 establishes the vertical-retrace-line period 
containing the time of day when the Vertical Synchronizing signal of a predetermined 
number individual is transmitted just before said frame image information is 
transmitted, in order to establish the synchronization for displaying said frame image 
information between the PC main frame 20 and the CRT display unit 30, in case one 
frame image information is transmitted to the CRT display unit 30 from the PC main 
frame 20 among said decode image information. Next, in order to establish the 
synchronization for displaying each Rhine image information within one frame image 
information, the horizontal blanking interval containing the time of day when a 
Horizontal Synchronizing signal is transmitted just before each Rhine image 
information is transmitted is prepared. 

[0037] The relation between a vertical-retrace-line period, a horizontal blanking 
interval, and one frame image information is shown in drawing 4 . As shown in this 
drawing, each frame image information shall consist of 480 Rhine image information, 
and each Rhine image information shall consist of 720 pixels. Moreover, each pixel 
consists of 24 bits and each pixel includes RED, GREEN, and 8 bits of component 
information for BLUE at a time, respectively. As shown in this drawing, the multiplex 
section 211 prepares the time zone which is equivalent to transmission of 45 Rhine 
image information just before transmitting one frame image information as a 
vertical-retrace-line period. Next, the time zone which is equivalent to transmission 
of 138 pixels just before transmitting each Rhine image information is prepared as a 
horizontal blanking interval. 

[0038] The multiplex section 211 outputs the data enable signals DE and ADE which 
set data enable signal DE for video signals as LOW at the initiation time of said 
vertical-retrace-line period, set data enable signal ADE for sound signals as LOW, and 
were set as LOW about one frame image information among the received decode 
image information to the TMDS coding section 213, as shown in drawing 5 . 
[0039] Next, when the HDCP cryptopart 215 completes count of a frame key so that it 
may mention later within said vertical-retrace-line period, data enable signal ADE 
which set data enable signal ADE for sound signals as HIGH from this time, and was 
set as HIGH is outputted to the TMDS coding section 213. Moreover, the output of 
coding speech information is started from this time. 

[0040] Drawing 5 shows the temporal response of the data enable signals DE and ADE 
within the time zone when one frame image information is transmitted, decode image 
information, and coding speech information. In this drawing, time amount passes 
toward a right end since the left end in Rhine 401. Then, it passes toward a right end 

since the left end in Rhine 402. In the following and Rhine 403, 404 405, it is the 

same. 



[0041] The time zone which Rhine 401, 402, 403 shows is said vertical-retrace-line 
period. In the time zone which Rhine 401 shows, the multiplex section 211 sets data 
enable signal DE as LOW, and sets data enable signal ADE as LOW. Moreover, in this 
time zone, decode image information and coding speech information are not outputted. 
Moreover, in the initiation time of the time zone which Rhine 401 shows, count of the 
frame key by the HDCP cryptopart 215 is started. 

[0042] The multiplex section 21 1 sets the data enable signals DE and ADE as LOW 
like the above at the initiation time of the time zone which Rhine 402 shows. Next, 
supposing count of the frame key by the HDCP cryptopart 215 mentioned above 
within the time zone which Rhine 402 shows is completed, data enable signal ADE 
which set data enable signal ADE for sound signals as HIGH from this completion time, 
and was set as HIGH will be outputted to the TMDS coding section 213. Moreover, the 
output of one voice image information is started from this time. 

[0043] In the time zone which from next Rhine in Rhine 402 to Rhine 403 shows, the 
multiplex section 21 1 sets data enable signal DE as LOW, sets data enable signal ADE 
for sound signals as HIGH, and outputs the data enable signals DE and ADE to the 
TMDS coding section 213. Moreover, it continues, and said one Rhine image 
information is outputting the multiplex section 211, and it is continued. 
[0044] Next, in the time zone which Rhine 404 shows, the multiplex section 21 1 
outputs data enable signal DE which set data enable signal DE as LOW, and was set as 
LOW to the TMDS coding section 213 within the time zone equivalent to a horizontal 
blanking interval. Next, about the period of one Rhine image information which begins 
from immediately after termination of a horizontal blanking interval, the multiplex 
section 21 1 outputs data enable signal DE which set data enable signal DE as HIGH, 
and was set as HIGH to the TMDS coding section 213. 

[0045] Moreover, in the time zone which Rhine 404 shows, in a horizontal blanking 
interval, the multiplex section 211 sets up and outputs data enable signal ADE for 
sound signals to HIGH, continues said one Rhine speech information, and outputs it to 
a cryptopart 212. Here, one Rhine speech information continued and outputted in 
Rhine 402 - Rhine 404 consists of voice eels of the number which becomes settled by 
the time of the HDCP cryptopart 215 completing count of a frame key. Each voice eel 
consists of coding speech information of 24 bit length. Moreover, the multiplex section 
211 outputs one Rhine image information to a cryptopart 212 in the period of one 
Rhine image information which begins from immediately after termination of a 
horizontal blanking interval. One Rhine image information consists of 720 pixels. 
[0046] The relation of the data enable signals DE and ADE within each time zone 
which from next Rhine in Rhine 404 to Rhine 405 shows to drawing 6 , coding speech 
information, and decode image information is shown. As shown in this drawing, the 
multiplex section 211 outputs one Rhine speech information to a cryptopart 212 in a 
horizontal blanking interval. Here, one Rhine speech information consists of 138 voice 



eels. Each voice eel consists of coding speech information of 24 bit length. Moreover, 
the multiplex section 21 1 outputs one Rhine image information to a cryptopart 212 in 
the period of one Rhine image information which begins from immediately after 
termination of a horizontal blanking interval. One Rhine image information consists of 
720 pixels. 

[0047] Moreover, the multiplex section 211 outputs said Vertical Synchronizing signal 
VSYNC which generated and generated Vertical Synchronizing signal VSYNC of said 
predetermined number individual within the vertical-retrace-line period to the TMDS 
coding section 213. Moreover, Horizontal Synchronizing signal HSYNC which 
generated and generated Horizontal Synchronizing signal HSYNC within the horizontal 
blanking interval is outputted to the TMDS coding section 213. 

[0048] (2) The authentication key share section 214 authentication key share section 
214 operates according to HDCP specification. Main actuation of the authentication 
key share section 214 is generation of the random number for the device 
authentication between the authentication key share section 214 and the equipment 
of a receiving side, a key share, and encryption etc. About the detail of the 
authentication key share section 214, since it is specified to HDCP specification, 
explanation is omitted. 

[0049] The authentication key share section 214 is 12. It connects with the 
authentication key share section 314 mentioned later through cable 50b which is C 
bus. In addition, it mentions later about a characteristic function, a characteristic 
configuration, etc. of the authentication key share section 214 in the gestalt of this 
operation. 

(3) Cryptopart 212 cryptopart 212 receives the authentication key share section 214 
to reception and the random number PRj for a pixel and a voice eel from the multiplex 
section 21 1 for every clock of operation. 

[0050] Next, when a pixel is received, as shown in a formula 1, a cryptopart 212 gives 
an exclusive OR to the pixel and random number PRj which were received for every 
bit, and outputs the encryption pixel which generated and generated the encryption 
pixel to the TMDS coding section 213. 

(Formula 1) encryption pixel = — the pixel (+) random number PRj — here, a operator 
(+) shows an exclusive OR. 

[0051] Moreover, when a voice eel is received, as shown in a formula 2, similarly, a 
cryptopart 212 gives an exclusive OR to the voice eel and random number PRj which 
were received for every bit, and outputs the encryption voice eel which generated and 
generated the encryption voice eel to the TMDS coding section 213. 
(Formula 2) The encryption voice eel = voice eel (+) random-number PRj(4) TMDS 
coding section 213TMDS coding section 213 is connected with the TMDS decode 
section 31 1 mentioned later through cable 50a. 

[0052] The TMDS coding section 213 consists of TMDS encoder serializers 213a, 



21 3b, and 21 3c, as shown in drawing 7 . The TMDS encoder serializers 21 3a, 21 3b, and 
213c are connected with the TMDS decoder recovery 311a, 311b, and 311c 
mentioned later through the channels C1 2, C1 1 , and C1 0 in cable 50a, respectively, as 
shown in this drawing. 

[0053] (TMDS encoder serializer 213a) TMDS encoder serializer 213a receives the 
component information on RED of the encryption pixels, and 8 bits of heads of a voice 
eel from a cryptopart 212. Moreover, the control signal of data enable signal DE for 
video signals, data enable signal ADE for sound signals, and others is received from 
the multiplex section 21 1. 

[0054] TMDS encoder serializer 213a carries out TMDS encoding, carries out the 
Syria rise of the control signal of the component information on received 8-bit RED 
and 8 bits [23:16] of heads of a voice eel, data enable signal DE, data enable signal 
ADE, and others, and sends it out to TMDS decoder recovery 31 1a through a channel 
C12. 

[0055] TMDS encoder serializer 213a changes the component information on 8-bit 
RED, and 8 bits [23:16] of heads of a voice eel into 10-bit information, respectively, 
carries out the Syria rise of the 10-bit information, and, specifically, sends it out. It 
changes into 10 bits from 8 bits for making it the form where lessened the changing 
point of data by this conversion, and it was suitable for high-speed transmission. 
Moreover, TMDS encoder serializer 213a changes and sends out the data enable 
signals DE and ADE which are 2-bit control signals to 10 bits. 

[0056] (TMDS encoder serializer 213b) TMDS encoder serializer 213b receives the 
component information on GREEN of the encryption pixels, and 8 bits [15:8] of 
centers of a voice eel from a cryptopart 212. Moreover, the control signal of data 
enable signal DE for video signals and others is received from the multiplex section 
211. 

[0057] Like the above, TMDS encoder serializer 213b carries out TMDS encoding, 
carries out the Syria rise of the control signal of the component information on 
received GREEN, 8 bits [15:8] of centers of a voice eel, data enable signal DE, and 
others, and sends it out to TMDS decoder recovery 31 1 b through a channel C1 1 . 
[0058] (TMDS encoder serializer 213c) TMDS encoder serializer 213c receives the 
component information on BLUE of the encryption pixels, and 8 bits [0:7] of tails of a 
voice eel from a cryptopart 212. Moreover, data enable signal DE for video signals, 
Vertical Synchronizing signal VSYNC, and Horizontal Synchronizing signal HSYNC are 
received from the multiplex section 21 1. 

[0059] Like the above, TMDS encoder serializer 213c carries out TMDS encoding, 
carries out the Syria rise of the component information on received BLUE, 8 bits [0:7] 
of tails of a voice eel, data enable signal DE, Vertical Synchronizing signal VSYNC, and 
Horizontal Synchronizing signal HSYNC, and sends them out to TMDS decoder 
recovery 311c through a channel C10. 



[0060] 1.3 The video connection 301(1) TMDS decode section 31 HMDS decode 
section 311 consists of TMDS decoder recovery 311 a, 311b, and 311c, as shown in 
drawing 7 . 

(TMDS decoder recovery 311a) TMDS decoder recovery 311a A channel C12 is 
minded. Serial data from the TMDS coding section 213 Reception, The component 
information on the received serial data to 8 bits RED, 8 bits [23:16] of heads of a voice 
eel, data enable signal DE, Decode the control signal of data enable signal ADE and 
others, and the component information on RED and 8 bits [23:16] of heads of a voice 
eel are outputted to a cryptopart 312. ********** of data enable signal DE, data 
enable signal ADE, and others is outputted to the separation section 313. 
[0061] (TMDS decoder recovery 311b) Through a channel C11, TMDS decoder 
recovery 311b decodes the component information on reception and the received 
serial data to GREEN, and 8 bits [15:8] of centers of a voice eel for serial data from 
the TMDS coding section 213, and outputs the component information on GREEN, and 
8 bits [15:8] of centers of a voice eel to a cryptopart 312. 

[0062] (TMDS decoder recovery 311c) Through a channel C10, TMDS decoder 
recovery 311c decodes reception, the component information on the received serial 
data to BLUE, 8 bits [7:0] of tails of a voice eel, Vertical Synchronizing signal VSYNC, 
and Horizontal Synchronizing signal HSYNC for serial data from the TMDS coding 
section 213, outputs the component information on BLUE, and 8 bits [7:0] of tails of a 
voice eel to a cryptopart 312, and outputs Vertical Synchronizing signal VSYNC and 
Horizontal Synchronizing signal HSYNC to the display control section 302. 
[0063] (2) The authentication key share section 314 authentication key share section 
314 operates like the authentication key share section 214 according to HDCP 
specification. Main actuation of the authentication key share section 314 is generation 
of the random number for the device authentication between the authentication key 
share section 314 and the equipment of a transmitting side, a key share, and 
encryption etc. About the detail of the authentication key share section 314, since it 
is specified to HDCP specification, explanation is omitted. 

[0064] In addition, it mentions later about a characteristic function, a characteristic 
configuration, etc. of the authentication key share section 314 in the gestalt of this 
operation. 

(3) Cryptopart 312 cryptopart 312 operates like a cryptopart 212. A cryptopart 312 
receives the authentication key share section 314 to reception and the random 
number PRj for an encryption pixel and an encryption voice eel from the TMDS 
decode section 31 1 for every clock of operation. 

[0065] Next, when an encryption pixel is received, as shown in a formula 3, a 
cryptopart 312 gives an exclusive OR to the encryption pixel and random number PRj 
which were received for every bit, and outputs the decode pixel which generated and 
generated the decode pixel to the separation section 313. 



(Formula 3) decode pixel = — the encryption pixel (+) random number PRj — here, in 
a formula 1, since it has a value with same random number used when an encryption 
pixel was generated and random number used in the formula 3 when a decode pixel 
was generated, the original pixel is decoded. 

[0066] Moreover, when an encryption voice eel is received, as shown in a formula 4, 
similarly, a cryptopart 312 gives an exclusive OR to the encryption voice eel and 
random number PRj which were received for every bit, and outputs the decode voice 
eel which generated and generated the decode voice eel to the separation section 313. 
(Formula 4) decode voice eel = — the encryption voice eel (+) random number PRj — 
here, in a formula 2, since it has a value with same random number used when an 
encryption voice eel was generated and random number used in the formula 4 when a 
decode voice eel was generated, the original voice eel is decoded. 
[0067] (4) The separation section 313 separation section 313 receives data enable 
signal DE from reception and the TMDS decode section 311, and data enable signal 
ADE for the information on 24 bit length from a cryptopart 312 for every clock of 
operation. When received data enable signal DE is HIGH, the separation section 313 
considers that the information on received 24 bit length is a decode pixel, and is 
outputted to the display control section 302 for every clock of operation by making 
information on received 24 bit length into a decode pixel. Moreover, the separation 
section 313 outputs received data enable signal DE to the display control section 302. 
[0068] Moreover, when received data enable signal ADE is HIGH, the separation 
section 313 considers that the information on received 24 bit length is a decode voice 
eel, and is outputted to the loudspeaker control section 304 for every clock of 
operation by using information on received 24 bit length as a decode voice cel. 
Moreover, the separation section 313 outputs received data enable signal ADE to the 
loudspeaker control section 304. 

[0069] 1.4 The display control section 302 and the CRT section 303 display control 
section 302 receive reception and the TMDS decode section 311 to Vertical 
Synchronizing signal VSYNC and Horizontal Synchronizing signal HSYNC for a decode 
pixel and data enable signal DE from the separation section 313 for every clock of 
operation. The display control section 302 outputs each analog signal which generated 
and generated the analog signal of RED, GREEN, and BLUE to the CRT section 303 
based on the decode pixel received for every clock of operation, data enable signal DE, 
Vertical Synchronizing signal VSYNC, and Horizontal Synchronizing signal HSYNC. 
[0070] The CRT section 303 displays reception and the image of a color for the analog 
signal of RED, GREEN, and BLUE from the display control section 302. 
1.5 The loudspeaker control section 304 and the loudspeaker 305 loudspeaker control 
section 304 decode the decode voice eel with which reception and received data 
enable signal ADE received a decode voice eel and data enable signal ADE from the 
separation section 313 between HIGH(s) for every clock of operation, change the 



speech information which generated and generated speech information, and output 
the analog signal which generated and generated the analog signal to a loudspeaker 
305. 

[0071] A loudspeaker 305 changes reception and the received analog signal for an 
analog signal from the loudspeaker control section 304, and generates and outputs 
voice. 

2. Explain actuation of the personal computer system 10 of the personal computer 
system 10 of operation. 

(1) Directions of the outline actuation user of the personal computer system 10 
explain outline actuation of the personal computer system 10 in the case of 
reproducing the coding image speech information currently recorded on DVD using 
the flow chart shown in drawing 8 . 

[0072] When it attests whether the PC main frame 20 is equipment with the just CRT 
display unit 30 between the PC main frame 20 and the CRT display unit 30 (step S1 01 ) 
and authentication fails in it between based on HDCP specification, (step S102) and 
processing are ended. When authentication is successful, a KSV list is generated 
based on (step S102) and HDCP specification (step S103). Here, since generation of a 
KSV list is indicated by HDCP specification, explanation is omitted. 
[0073] Next, the value of 0 is set as the variable i which shows the number of a frame 
(step S104). Next, in S1 12, the processing shown in S1 1 1 from step S105 is repeated 
for every frame from step S105. The value of 1 is added to Variable i (step S106), and 
key sharing for every frame is done (step S107). Next, in S1 1 1, step S109 to S1 10 is 
repeated for every Rhine from step S108. 

[0074] Encryption of one Rhine speech information and one Rhine image information, 
transmission, and decode are performed (step S109), and a key is updated based on 
HDCP specification (step S110X 

(2) Explain actuation of the equipment authentication shown in step S101 of drawing 8 
of equipment authentication of operation using the flow chart shown in drawing 9 . In 
addition, since equipment authentication is indicated by HDCP specification, detailed 
explanation is omitted. 

[0075] The authentication key share section 214 generates An (step S171), and is An 
and Aksv 12 It transmits to the authentication key share section 314 through cable 
50b which is C bus (step S172). The authentication key share section 314 is Bksv and 
REPEATER 12 It transmits to the authentication key share section 214 through cable 
50b which is C bus (step S173). 

[0076] The authentication key share section 214 is Km=Akeys. over Bksv is computed 
(step S174) and =(Ks, M0, and R0) dviBlkCipher (km, REPEATER||An) is computed 
(step S175). The authentication key share section 314 computes Km'^Bkeys over 
Aksv (step S176), computes =(Ks\ M0', R0') dviBlkCipher (km', REPEATER||An) (step 
S177), and is R0' 12 It transmits to the authentication key share section 214 through 



cable 50b which is C bus (step S178). 

[0077] The authentication key share section 214 is R0. R0' is compared, and in being 
in agreement, (step S179) and the CRT display unit 30 attest with it being just 
equipment. Moreover, in not being in agreement, (step S179) and the CRT display unit 
30 attest with it not being just equipment. (3) Explain the actuation key shared [ for 
every frame ] shown in step S107 of drawing 8 [ key shared / for every frame ] of 
operation using the flow chart shown in drawing 10 . In addition, since the key share 
for every frame is indicated by HDCP specification, detailed explanation is omitted. 
[0078] The authentication key share section 214 computes =(Ki, Mi, Ri) dviBlkCipher 
(Ks and REPEATER||Mi-1) (step S131). Next, the authentication key share section 
214 computes Ri=ri, only when (i mod 128) is 0 (step S132) (step S133). The 
authentication key share section 314 computes =(Ki T f Mi\ Ri') dviBlkCipher (Ks' and 
REPEATER||M'i -1) (step S141). Next, the authentication key share section 314 
computes Ri-ri', only when (i mod 128) is 0 (step S142) (step S143). Next, the 
authentication key share section 314 attests with the authentication key share 
section 214 which transmits Ri' to the authentication key share section 214 through 
cable 50b which is 12 C bus being equipment with (step S1 35) and the CRT display unit 
30 just when Ri and Ri' is compared every 2 seconds and it is in agreement every 2 
seconds. Moreover, in not being in agreement, (step S135) and the CRT display unit 30 
attest with it not being just equipment. 

[0079] (4) Explain encryption of the one Rhine speech information and one Rhine 
image information which are shown in step S109 of drawing 8 of encryption of one 
Rhine speech information and one Rhine image information, transmission, and decode 
of operation, transmission, and actuation of decode using the flow chart shown in 
drawing 1 1 . 

[0080] The authentication key share section 214 once memorizes the initial value 
used in the case of the random-number generation specified in HDCP specification as 
preservation initial value, here — said initial value — concrete — Mi— 1 it is . (Step 
S200) . Next, in step S201 - step S205, the following steps S202-S204 are repeated 
about each voice eel ACj in one Rhine speech information. Here, 138 voice eels are 
contained in one Rhine speech information. Variable j takes the value of 1-138 in the 
above-mentioned repeat. 

[0081] The authentication key share section 214 generates the 24-bit random number 
PRj (step S202), and a cryptopart 212 gives an exclusive OR to the voice eel ACj and 
a random number PRj, and generates the encryption voice eel EACj (step S203). Next, 
a cryptopart 212 transmits the generated encryption voice eel EACj to a cryptopart 
312 through the TMDS coding section 213, cable 50a, and the TMDS decode section 
311 (step S204). 

[0082] The authentication key share section 314 once memorizes the initial value 
used in the case of the random-number generation specified in HDCP specification as 



preservation initial value, here — said initial value — concrete — M'i -1 it is . (Step 
S221) . Next, in step S222 - step S225, the following steps S223, S204, and S224 are 
repeated about each encryption voice eel DACj in one Rhine speech information. Here, 
138 encryption voice eels are contained in one Rhine speech information. Variable j 
takes the value of 1-138 in the above-mentioned repeat. 

[0083] The authentication key share section 314 generates the 24-bit random number 
PRj (step S223), a cryptopart 312 gives an exclusive OR to the encryption voice eel 
DACj and a random number PRj, and generates the decode voice eel DACj, and a 
cryptopart 312 outputs the decode voice eel DACj generated to the separation 
section 313 (step S224). The authentication key share section 214 restores said initial 
value from said once memorized preservation initial value (step S206). Next, in steps 
S207-S211, the following steps S208-S210 are repeated about each pixel PCj within 
one Rhine image information. Here, 720 pixels are contained in one Rhine image 
information. Variable j takes the value of 1-720 in the above-mentioned repeat. 
[0084] The authentication key share section 214 generates the 24-bit random number 
PRj (step S208), a cryptopart 212 gives an exclusive OR to Pixel PCj and the 
generated random number PRj, and generates the encryption pixel EPCj (step S209), 
and a cryptopart 212 transmits the generated encryption pixel EPCj to a cryptopart 
312 through the TMDS coding section 213, cable 50a, and the TMDS decode section 
311 (step S210). 

[0085] The authentication key share section 314 restores said initial value from said 
once memorized preservation initial value (step S226). Next, in steps S227-S230, the 
following steps S228, S210, and S229 are repeated about each encryption pixel DPCj 
within one Rhine image information. Here, 720 encryption pixels are contained in one 
Rhine image information. Variable j takes the value of 1-720 in the above-mentioned 
repeat. 

[0086] The 24-bit random number PRj is generated (step S228), a cryptopart 312 
gives an exclusive OR to the encryption pixel DPCj and the generated random number 
PRj, and the authentication key share section 314 outputs the decode pixel DPCj 
which generated and generated the decode pixel DPCj to the separation section 313 
(step S229). 

(5) Explain the state transition of the encryption [decode] by the state-transition 
HDCP cryptopart 215 [the HDCP decode section 315] of the encryption [decode] by 
the HDCP cryptopart 215 [the HDCP decode section 315] using drawing 12 . in 
addition — here — [ — ] — the inner publication shows the state transition of the 
decode by the HDCP decode section 315. 

[0087] (Transition to an idle state DO from which condition) When it is in a Reset 
condition (step S301), or when authentication goes wrong, (step S304) and the HDCP 
cryptopart 215 [the HDCP decode section 315] change to an idle state DO. 
(Transition to the frame key count condition D1 from an idle state DO) The HDCP 



cryptopart 215 [the HDCP decode section 315] uses CTL3 intact signal for the 
synchronizing signal of frame key count by DVI specification based on HDCP 
specification. It is a time of authentication being successful, and when CTL3 signal of 
a DVI interface is generated, (step S302) and the HDCP cryptopart 215 [the HDCP 
decode section 315] change in the frame key count condition D1 of performing frame 
key count. In the frame key count condition D1, the HDCP cryptopart 215 [the HDCP 
decode section 315] calculates the frame key used for encryption [decode] of the 
following image frame. 

[0088] (Transition to the image encryption [decode] condition D2 from the frame key 
count condition D1) If DE signal which gives the head of the video signal which should 
be encryption [decode] Carried out is received when there is no start signal of a 
sound signal during V blank period (step S309), the HDCP cryptopart 215 [the HDCP 
decode section 315] will change in the image encryption [decode] condition D2. In the 
image encryption [decode] condition D2, the HDCP cryptopart 215 [the HDCP decode 
section 315] enciphers a video signal [decode]. 

[0089] (Transition to the Unknown Blank condition D3 from the image encryption 
[decode] condition D2) The end (generally they are the last of a line or the last of a 
frame) of a video signal is notified by DE. In drawing 12 , this signal is expressed as 
"IDE." ! If DE is received (step S308), the HDCP cryptopart 215 [the HDCP decode 
section 315] will change in the Unknown Blank condition D3. In the Unknown Blank 
condition D3, the HDCP cryptopart 215 [the HDCP decode section 315] begins 
renewal of a key. 

[0090] (Transition to the frame key count condition D1 from the Unknown Blank 
condition D3) In the Unknown Blank condition D3, if CTL3 signal is received (step 
S303), the HDCP cryptopart 215 [the HDCP decode section 315] will change to the 
frame key count condition D1 of performing new image frame key count. (Transition to 
H blank condition D4 from the Unknown Blank condition D3) Hsync shows that it is H 
blank (generally spacing). If Hsync is received (step S310), the HDCP cryptopart 215 
[the HDCP decode section 315] will change to H blank condition D4. 
[0091] In H blank condition D4, if renewal of a key does not carry out Unknown Blank 
condition completion by D3, it waits for the HDCP cryptopart 215 [the HDCP decode 
section 315] here. (Transition to V blank condition D5 from the Unknown Blank 
condition D3) Vsync shows that it is V blank (generally inter-frame). If Vsync is 
received (step S318), the HDCP cryptopart 215 [the HDCP decode section 315] will 
change to V blank condition D5. 

[0092] (Transition to the image encryption [decode] condition D2 from H blank 
condition D4) If DE signal is received when there is no sound signal in H blanking 
period (step S314), the HDCP cryptopart 215 [the HDCP decode section 315] will 
begin to encipher the next line of a video signal [decode], and will change to the image 
encryption [decode] condition D2. 



(Transition to the frame key count condition D1 from H blank condition D4) If CTL3 
signal occurs (step S315), the HDCP cryptopart 215 [the HDCP decode section 315] 
will change to the frame key count condition D1 of performing new frame key count. 
[0093] (Transition to V blank condition D5 from H blank condition D4) Vsync — V — it 
turns out that it is blank. If Vsync is received (step S316), the HDCP cryptopart 215 
[the HDCP decode section 315] will change to V blank condition D5. In V blank 
condition D5, the HDCP cryptopart 215 [the HDCP decode section 315] waits for a 
terminating condition. 

[0094] (Transition to the frame key count condition D1 from V blank condition D5) If 
CTL3 signal occurs (step S317), the HDCP cryptopart 215 [the HDCP decode section 
315] will change to the frame key count condition D1 in order to perform new frame 
key count. 

(Transition to an idle state DO from V blank condition D5) When it returns to a video 
signal with DE signal before CTL3 signal occurred during V blank period (step S319), 
the HDCP cryptopart 215 [the HDCP decode section 315] does not perform 
encryption of the following frame. This happens by authentication failure in a link etc. 
[0095] during [ V blank period ] (Transition to the voice encryption [decode] condition 
D6 from the frame key count condition D1) If there is a start signal ADE of a sound 
signal (step S305), the HDCP cryptopart 215 <the HDCP decode section 31 5> will 
begin to encipher a sound signal [decode]. In the voice encryption [decode] condition 
D6, the HDCP cryptopart 215 [the HDCP decode section 315] enciphers a sound 
signal [decode]. 

[0096] (Transition to the video-signal waiting state D7 from the voice encryption 
[decode] condition D6) If the end of a sound signal is notified by ADE (step S306), the 
HDCP cryptopart 215 [the HDCP decode section 315] will change to the video-signal 
waiting state D7 which waits for a video signal to start. In drawing 12 , this signal is 
expressed as "!ADE." 

[0097] (Transition to the image encryption [decode] condition D2 from the 
video-signal waiting state D7) DE signal of a TMDS link gives the head of the video 
signal which should be encryption [decode] Carried out. If DE signal is received (step 
S307), the HDCP cryptopart 215 [the HDCP decode section 315] will change to the 
image encryption [decode] condition D2. (Transition to the voice encryption [decode] 
condition D8 from H blank condition D4) Reception (step S311) and the HDCP 
cryptopart 215 [the HDCP decode section 315] change an ADE signal to the voice 
encryption [decode] condition D8, in order to begin encryption [decode] of the sound 
signal of the next H blanking period. 

[0098] In the voice encryption [decode] condition D8, the HDCP cryptopart 215 [the 
HDCP decode section 315] enciphers a sound signal [decode]. (Transition to the 
video-signal waiting state D9 from the voice encryption [decode] condition D8) If the 
end of a sound signal is notified by ADE (step S312), the HDCP cryptopart 215 [the 



HDCP decode section 315] will change to the video-signal waiting state D9. 
[0099] In the video-signal waiting state D9, the HDCP cryptopart 215 [the HDCP 
decode section 315] waits for a video signal to start. (Transition to the image 
encryption [decode] condition D2 from the video-signal waiting state D9) DE signal of 
a TMDS link gives the head of the video signal which should be encryption [decode] 
Carried out. If DE signal is received (step S313), the HDCP cryptopart 215 [the HDCP 
decode section 315] will change to the image encryption [decode] condition D2. 
[0100] 3. According to the gestalt of this operation explained more than the 
conclusion, carry out Time Division Multiplexing of a video signal and the sound signal, 
and in a transmitting side, the code transmission system which carries out code 
transmission carries out multiplex [ of the sound signal which carried out time base 
compaction of the sound signal, and carried out this time base compaction ] to the 
blanking period of a video signal, and carries out code transmission. 
[0101] Said code transmission system is set to said transmitting side. Moreover, after 
authentication of a receiving side, And calculate the key for frames after a Vertical 
Synchronizing signal, and the sound signal which carried out time amount compression 
using the calculated key for frames is enciphered. A video signal is enciphered after 
that, further, a key is updated, the sound signal in which used said updated key and the 
degree carried out time amount compression after the Horizontal Synchronizing signal 
is enciphered, and the following video signal is enciphered after that. 
[0102] Said code transmission system is set to said receiving side. Moreover, after 
authentication with a transmitting side, And calculate the key for frames after a 
Vertical Synchronizing signal, and the sound signal enciphered using the calculated 
key for frames is decoded. The video signal enciphered after that is decoded, the 
sound signal with which the key was updated, said updated key was further used after 
the Horizontal Synchronizing signal, and the degree was enciphered is decoded, and 
the video signal with which the degree was enciphered after that is decoded. 
[0103] Moreover, in said transmitting side, said code transmission system notifies 
encryption transmission of a sound signal to a receiving side with a sound signal 
enable signal, notifies encryption transmission of a video signal to a receiving side with 
a video-signal enable signal, and when there is a sound signal enable signal, a sound 
signal is decoded, and on the other hand, by said receiving side, when there is a 
video-signal enable signal, it decodes a video signal. 

[0104] thus, the data enable signal (DE signal) of a video signal [ in / on said code 
transmission system and / the conventional example ] — in addition, the data enable 
signal (ADE signal) of a sound signal is added, and it controls, using this as a multiplex 
control signal. Since this signal is added, also when there is multiplex [ no / of a sound 
signal ], processing corresponding to a transmitting side can be performed by the 
receiving side. 

[0105] Moreover, the same cipher system is used for said code transmission system 



in encryption of the video signal in each of said transmitting side and a receiving side, 
and encryption of a sound signal. Moreover, when said cipher system has an internal 
state, said code transmission system sets up a certain initial state, enciphers a sound 
signal, after that, returns the internal state of a cipher system to the initial state of a 
basis, and enciphers the following video signal. 

[0106] HDCP used by HDCP Cipher is the cipher system of the type which has an 
internal state changed at the same time it holds an internal state and enciphers input 
data depending on this. In a transmitting side, after saving the internal state of the 
cipher system in condition D3 time and processing a sound signal (condition D8), it 
returns to the internal state saved at the time of a condition D9, and encryption 
processing (condition D2) of the following video signal is carried out. By this, by the 
receiving side, even if it is the receiver corresponding to HDCP which can process 
only a video signal, the internal state of a cipher system becomes the same by the 
transmitting side and receiving side in the time of decoding a video signal (that is, 
transition of a condition D9 to the condition D2 and transition to a condition D2 from a 
condition D4), and a HDCP receiver can process a video signal correctly. 
[0107] Moreover, a common operation module is used for said code transmission 
system in the authentication in each of said transmitting side and a receiving side, key 
count and encryption of a video signal, and audio encryption. Thus, since said code 
transmission system is carrying out cryptographic algorithm used with a sound signal 
and a video signal in common, the additional part from the conventional code 
transmission system is stopped by min. Moreover, mounting scales are reducible like 
HDCP by that of ****** using an operation module common to authentication, a key 
share, and encryption. 

[0108] Moreover, in said transmitting side, said code transmission system multiplexes 
said video signal and said sound signal using a multiplex control signal, and, on the 
other hand, separates this in a receiving side using the multiplex control signal sent 
from the transmitting side. Moreover, according to the gestalt of this operation, by 
establishing the non-signal period of the die length decided beforehand between 
processing of a sound signal, and processing of a video signal, and recognizing this by 
the receiving side, although the multiplex control signal shall be sent to a receiving 
side from the transmitting side, though the change of a sound signal and a video signal 
is performed, it is good. Thus, instead of sending said multiplex control signal to a 
receiving side from a transmitting side, while being a sound signal and a video signal, a 
non-signal period is established for changing, and said code transmission system 
recognizes this by the receiving side, and generates a multiplex control signal. 
[0109] As mentioned above, according to the gestalt of this operation, by carrying out 
the minimum escape of the state transition and mounting scale of HDCP specification, 
multiplex [ of the sound signal which carried out time base compaction not only to the 
conventional video signal but to the blanking period ] can be carried out, and 



encryption transmission can be carried out. The change section of a sound signal is 
added to the conventional HDCP specification, and it changes to the enable signal of a 
sound signal, and controls by signal. About the case where multiplex [ of the sound 
signal ] is not carried out by this control, the same processing as the conventional 
HDCP specification is possible. In addition, by preparing the non-signal section of the 
specific die length on a data signal, when the addition of a change signal is difficult, 
though changed by detecting in a receive section, it is good. 

[0110] Moreover, maintaining conventional HDCP specification and upward 
compatibility, this is extended on specification and mounting at the minimum, and 
encryption transmission of the sound signal can be carried out with a video signal. 
Furthermore, also in the receiver according to the conventional HDCP specification, 
the decode playback of the encryption video signal can be carried out. Moreover, by 
using the same cipher system as a video signal for encryption of a sound signal, an 
additional module also serves as min and compact mounting of it is attained. Moreover, 
after encryption of the sound signal in each Rhine, even if it is the case where the 
thing of the conventional HDCP specification that the receiver does not support an 
extended specification by returning the internal state of a cipher system to the initial 
state in each Rhine, i.e., decode of a video signal, is made, a video signal can be 
decoded correctly. 

[0111] 4. Although this invention has been explained based on the gestalt of the 
above-mentioned operation, this invention of not being limited [ which is the gestalt of 
other operations ] to the gestalt of the above-mentioned operation is natural. It is 
contained in this invention also when as follows. 

(1) According to the gestalt of this operation, although the personal computer realizes, 
it is not limited to this, the digital image to which the digitized voice was added in the 
digital-broadcasting receiving set, the DVD regenerative apparatus, etc. — 
reproducing — ****** — being good . 

[0112] (2) Although [ according to the gestalt of this operation ] coding speech 
information is transmitted to the video connection 301 from the video connection 201 
through all the channels C12, C11, and C10, it is good, though the amount of 
transmissions of coding speech information is lessened and being transmitted only 
through 1 in said channel, or two pieces. Moreover, only in a vertical-retrace-line 
period, although [ according to the gestalt of this operation ] coding speech 
information is transmitted to the video connection 301 from the video connection 201 
in a vertical-retrace-line period and a horizontal blanking interval, though transmitted, 
it is good. Moreover, only in a horizontal blanking interval, though transmitted, it is 
good. 

[0113] (3) Though this invention is an approach shown above, it is good. Moreover, 
though it is the computer program which realizes these approaches by computer, it is 
good, and it is good though it is the digital signal which consists of said computer 



program. Moreover, this invention is good also as what recorded said computer 
program or said digital signal on the record medium in which computer reading is 
possible, for example, a flexible disk, a hard disk, CD-ROM, MO and DVD, DVD-ROM, 
DVD-RAM, semiconductor memory, etc. Moreover, it is good though it is said 
computer program currently recorded on these record media, or said digital signal. 
[0114] Moreover, this invention is good also as what is transmitted via the network 
where said computer program or said digital signal is used into a telecommunication 
circuit, wireless, or a wire communication circuit, and it uses the Internet 
representation. Moreover, this invention is the computer system equipped with a 
microprocessor and memory, said memory has memorized the above-mentioned 
computer program, and though said microprocessor operates according to said 
computer program, it is good. 

[01 15] moreover, the thing for which said program or said digital signal is recorded on 
said record medium, and is transported — or by transporting said program or said 
digital signal via said network etc., though carried out according to other independent 
computer systems, it is good. 

(4) It is good though the gestalt and the above-mentioned modification of the 
above-mentioned implementation are combined, respectively. 

[0116] (Possibility of use on industry) In a personal computer, an information 
processing terminal, etc., when outputting an image and voice, it can use. Moreover, in 
a DVD regenerative apparatus or a digital-broadcasting receiving set, when outputting 
an image and voice, it can use. 
[0117] 

[Effect of the Invention] As explained above, this invention is a transmission system 
which consists of a sending set which keeps a fly-back-line period and transmits 
digital image information, and a receiving set which receives said digital image 
information, said sending set transmits digitized voice information in said fly-back-line 
period, and said receiving set receives said digitized voice information in said 
fly-back-line period. 

[0118] By this, image information and speech information can be transmitted and 
received for high quality. Moreover, the sending set which this invention generates the 
frame information which keeps a fly-back-line period and includes digital image 
information, enciphers, and is transmitted, Receive said enciphered frame information, 
decode and said digital image information is extracted from the decoded frame 
information. It is the code transmission system which consists of graphic display 
devices to display. Said sending set The frame information which multiplexes digitized 
voice information to said frame information in said fly-back-line period and by which 
said digitized voice information was multiplexed is enciphered, and it transmits. Said 
graphic display device Said enciphered frame information is received and decoded, 
said digitized voice information is extracted from said fly-back-line period kept into 



said frame information which generated and generated frame information, and it 
changes into a sound signal. 

[0119] Image information and speech information are transmitted and received for 
high quality, and protection as a work can be performed by this. 



DESCRIPTION OF DRAWINGS 



[Brief Description of the Drawings] 

[Drawing 1] Drawing 1 is the external view showing the appearance of the personal 
computer system 10. 

[Drawing 2] Drawing 2 is the block diagram showing the configuration of the personal 
computer system 10. 

[Drawing 3] Drawing 3 is the block diagram showing the configuration of the video 
connection 201 and the video connection 301. 

[Drawing 4] Drawing 4 is the conceptual diagram showing the relation between a 
vertical-retrace-line period, a horizontal blanking interval, and the image information 
for one frame. 

[Drawing 5] Drawing 5 shows change of the data enable signals DE and ADE 
equivalent to one accompanying the passage of time, decode image information, and 
coding speech information. 

[Drawing 6] Drawing 6 shows change of the data enable signals DE and ADE 
equivalent to one line accompanying the passage of time, decode image information, 
and coding speech information. 

[Drawing 7] Drawing 7 is the block diagram showing the configuration of the TMDS 
coding section 213 and the TMDS decode section 311. 

[Drawing 8] Drawing 8 is a flow chart which shows outline actuation of the personal 
computer system 10 in the case of reproducing coding image speech information. 
[Drawing 9] Drawing 9 is a flow chart which shows actuation of equipment 
authentication. 

[Drawing 10] Drawing 10 is a flow chart which shows actuation key shared [ for every 
frame ]. 

[Drawing 11] Drawing 11 is a flow chart which shows encryption of the speech 



information in one line, and image information, transmission, and actuation of decode. 

[Drawing 12] Drawing 12 is a transition chart which shows the state transition of the 

encryption [decode] by the HDCP cryptopart 215 [the HDCP decode section 315]. 

[Description of Notations] 

10 Personal Computer System 

20 PC Main Frame 

30 CRT Display Unit 

41 Keyboard 

42 Mouse 
50a Cable 
50b Cable 

201 Video Connection 

202 Image Speech Processing Section 

203 DVD I/O Section 

204 control sections 

21 1 Multiplex Section 

212 Cryptopart 

213 TMDS Coding Section 

214 Authentication Key Share Section 

215 HDCP Cryptopart 

301 Video Connection 

302 Display Control Section 

303 The CRT Section 

304 Loudspeaker Control Section 

305 Loudspeaker 

311 TMDS Decode Section 

312 Cryptopart 

313 Separation Section 

314 Authentication Key Share Section 

315 HDCP Decode Section 
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CRTf^X7U-fgl3 0, =*■— K4 l&tfv* 
X4 2 ftT^Zo PC*Mf20tCRT 

TVX7°Wg«3 0 i:ti. y-7;V5 0 a St/ 5 0 b 

[0029] i:fc, p c 2M#ISg 2 o t±, 02(c^-r<i: 

die e-ra-gaag^ o 1 , mm mwrnm^ 2 0 2 , d 

VDAtiJ^g|5 2 0 3, $iJiPg|5 2 0 4&tf*©flSOH^U 

SI2 0(±, -7^n7°o-fe'y9\ ROM, RAM, />. 

MIBR AMX«MIB 
^— FfVxi-a-^ Mete, nytf ^7°ny^A 

[0 0 3 0] C R T-rVX7°U^*S«3 0 ti, tT^g 
*rcBB3 0K X7°W3ilJfflJgi5 3 0 2, CRTg[$3 0 
3, xe-*»JfflJg|53 0 4Rt/Xkf-*3 0 5 £#AT 



^Mg[$2 1 K H D C PBf^-g|S2 1 5StfTMD 

s&mtmz 1 3^e«fig*n«o hdcph&#si52 i 

5 It, Bg^gtf2 1 2&t/IS!Mlt±±#gfl2 1 * 
fc, tfr^S^gBS 0 lit, 0 3tc^-TJ;^tC, TMD 
S«^fg|33 1 1, HDC P«^g[i3 1 5Ktf^Mff3 1 
3A^«I?n5o HDCPft^g|S3 1 5fi, Ht-^-gP 3 

1 2&t/^!E»«WgP3 1 4*-g-tf 0 

[0031] DVDii, mmmm^!±mmmt^nrcm 
mtmmmmt, ^mm^smnmt^tirc^fmtm 
jsfit * s i: e> ^ n § &m mm ^« mmm l t 

fOfBWfi^^ffffgcD-Wi, «jHfSi:^^ffi^i: 

fC«fc9 D V D AmX7g|5 2 0 3tcS#^n^o P C *f#=g 
12 0(1 P C*#8§2 OfC^^tt/cD VDfrZ, 

ff-fgtfi, "ri/ZMmx&Zo "Ale, PC*i*fel2 
fig L fcBf tSfHi 'If $ S i: Bg^f t * >r- 7)V 5 

0 a %1>LT> C R Tf-C X7°Ui'SH3 O'xtfJ^ji" 

txv^m t ^^fet U 3iftt L fclfi ^-tt#M^8>& c R T » 
3 0 3KS^U £ktLfc«^m«S£7^nycD^ 
p3"fS^fc^LTXtf-*3 0 5 til J; D HJ^-r^o 

[0 0 3 2] 1. 1 *-4?-F4 1 > V7X4 2, ffl 
fflJBP 2 0 4 , D V D XmtJtSU 2 0 3 Rt/B*#^^®Hg|5 

2 0 2 

*-#-H4 lfttfV>X4 2tt, l"Jffl#^5., ilU,iBD 

vD(ciBii$nT^§wiB^{tB*ft^lfffi^B^-r 
4^a^-rs 0 

[0033] Mwas2 o 4 a, ffimm^mm*%im 

^1f^OMm^*DVDAto73g|5 2 0 3-\&±)?% 0 
D VDAm^gP2 0 3«, fulBKmJg^^S^D, s 

^•^rcMmm^tca^^T, misdvd^6huIB^ 

^'iffs^^^saiigi3 2 o 2-\mti?2>o 
[0034] m*mj*ivmm2 o 2 it, mtrnmrnm 
^pmmz^mo. ^im-otzmmmtmrn^pm 
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1 . 2 lfrtfiSKap2 0 1 
( 1 ) ^Sg[$ 2 1 1 

^s§P2 1 i a, Bwns^jaaiap 2 o zfr^m^mmn 
[0035] omvmmms;. i yu-^cmmt^y 

-A^flMSKi, iifJtSf S7U-ABfc«1ffffi^C RTf 

^mt $g«> tuta^^ > w«$Rtc^tjs-r s u y^p 

IffSH* 4 8 0 ffl$£ro 

[0036] ^€^2 1 i a, imm^mmmmcov 

RTf^X^W 8IH 3 0 'xfgjM-r 5 ISKfC , PC *f*=g 
H2 0 t C RTf-fX^WSta 0 t©F^tC43VTs 

[0 0 3 7] SigfffiEUHIRk zK^FJiMliUWHU&tf l flA1<D7 

frzm&zn. &?-cyyimmm*. 7zomm^^m 

Ktl§tOfcLT^5o Sfc, #MsKl4, 2 4lf-yh 
SjB^tis RED, GREEN, BLUEffl 

©EHc^-f £5tc, ^Mg|$2 1 Hi, lfflcD71^-A^ 

fcraiB&eas-rsitfHcfi^T, 4 smv^^ymm 

[0 0 3 8] 21 IS, H5 Kifrt £ 5 tc, §tt 

A D E^TMD Sf3^?ftgf$2 1 3 'XiH^I" 3o 

[0039] &fc, mmmmmmrsftic&^T, w& 



tSi^tC, H D C P Hg-S§g|5 2 1 5 ^7 U- AgOItH 

7 - VWi^ A D E * H I G H U HIGH tc|S^^ 
nftf*— TVWt^A DE^TMD S$m\\ffiZ 

[0 0 4 0] I5H HHO-7b-Alift««ffi^GJ3gS 
tt«B#IBffrtfcfcttS7*-*^*-:7/WI*§D E, A D 
E s «^Bjts#Wm ra^{ttf^fiH8<DB*IWl£j&ffc*^L 
T^5„ COBlC^T, NfHti, 4 0 1 ©Tx* 

3, 4 0 4, • • 4 0 5{C*5V^T|WHiT*$>§o 
[004 1] 7^>40K 402, • • • > 4 0 3^ 

^■rf^M^ti, mmmmmmfflx&Zo 7^^401 
A^-rntr^ictJv^T, ^agi52 1 ni, 7 s — *>r*- 

ZfM9^ D E £ L O W gg^g L , x— £ -Y 7"M9^ 
A D E^rL OWiC|5/i£-r^o $/c, C©B3WffffC*5t^ 

fc, ^7>4 0 1 *^-rB$|ftI0a)l»li(&B#^C^^T, H 
DCP0g^g|52 1 5lZ&Z7\s-l±M<DmWti i fflik-£ft 

[0042] 7^>4 0 2fj^mffi<OMWQ&K$3 
t/^T, ±3Hfc|B|«lC ^Mg[52 1 Hi, 
;Hf^D ES.tf AD E^L OVWCig^f -So 7^ 
> 4 0 2*^-rB$|SI0rttC*5l/^T, ±3zSLfcHD C PBg 

^ADE^H I G HtCiS^L, H I G HtC^^tlfc^ 
— ^-Y*— -/^HS^AD E*TMD S^F^Lg|52 1 3^ 

[0 0 4 3] 7^>4 0 2O^©7-f>A^7^y4 0 
3ST^fWIBflfK*^T, £ffig|5 2 1 U±, 7*-* 
■Y*-r;HS#D E£L OWfciS^L, ^^fl^fflOx 
-^7^-^Hf^ADE«rH I GHfcHS&U X-^ 
7 ^--7"yl/fi^ DEM'ADE^TMDS flF#ft8B 2 1 
3^\tU7:-r^o *fc, ^fig|5 2 1 Hi, »MLTluKl 

{@cD^-r yv$mtm «om* L^tTv>5o 

[0 0 4 4] ^?{C, 7^>4 0 4*^-rB#H^fc43V^ 
T, ?J<¥»iKffiHlfc:ffl^-rSB#Hl^rtT, ^figP2 1 1 
it, -r'-^-r^-^VMB^D E^LOWtClg/SL, LO 

^fbgP2 1 3-\m^-r?>o ^(c 7k j ¥-mmmm<Di&Tm 

^«g[3 2 1 Hi, f-?^*-7*;H§DE«:Hi GH 

tcis^u h i GHicm.^.tEtirc'r—^-f^—y^m^ 

DE^TMD Sffmtffi2 1 3^m;b-f &o 
[0 0 4 5] Mfc, -r-jyA 0 4 «^rB*IWIffc*</> 
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1 2^\m^lt"5o 7-f>4 0 2~7-f>4 0 4 

HDCPB^g[5 2 1 5tf7U-I*m<D9tW*7cTLrzf$ 

•fe/l/te, 2 4 If -y h«<D^fb^tffg^P.P^^n 
5= icfc, ^Sg(5 2 1 Hi, 7)<¥»i»83lig©il$7it»fr 
1 «©^^>-B*ft'tffgOWflStcfcV^T, 1 fflco 

[0 0 4 6] EI6tC, 7-f>4 0 4(D^7^>*f.7 

-rv 4 0 ss-ea^f&Btra^rtfcfettsx-*^*- 

^i§DE, ADE, Rf^b^1f?B, &tf«^ljM8t 

tMOfSfl^-To c<D0tc^f ^SS|5 2 1 1 

te, 7|<¥»^WratC43t,^T, lfi©^>^?fflMfi*B8 
^S52 1 2A(tiWI)„ 1 ffiO^l'^S^ffifffi 

te, 1 3 8fl8©tf/i/-fe;bfr5«S$sn3o &fWMr;l/ 

te, 2 4 tf >y h«o«F#ftifisiffi8^6#i/s$n*. * 
it. %>mz 1 ite, *¥JiM8»jrao*iTifi^e)te* 

«iwm»**i©s»2 1 2^m^-ri>o ma©^^!* 

Vmtt. 7 2 01^545. 

[0 0 4 7] ?£ffi2 1 1 te, ifi|tt!M«UlllllllMC 

fel^T, MIBmS»ffl©SitraffiM# V SYNC ££f& 
U L /cijfilBffsrfilnllW^^ VSYNC%TMDSI?F 
mt^2 1 3^t5. Sfc, 7]<¥!(9*8WMF«3JC43V> 
T, TkTOMn^HS YNC*4)SU toSLfczkWJ 
WfS^-HS Y N C # T M D S ft^fbgP 2 1 3^7^ 

[0 0 4 8] (2) IMt±M$2 1 4 

^(iiaftYTSP 2 1 4te, hdc P7^tSfceeoT«if^-r 

So IMtWWlSS 2 1 4 O^Bfclftffti, KtE«#*f«5 

2 1 4 fc§mM©SBfc©lffl©«{fiSigSE, 8f«W, Bg^ 

{b©^46©f§L»©^fig*ifT*« 0 saEattwsP2 1 4 

©SMf fcO^Tte* HDC P^t&fc^^nfVSfDT* 

[0049] %mimn^2 ua, 12 c^xt-ss 

nm^2 1 4©WWcoa^Rr>'«fi)c^HtCO^T«. & 

(3) Bt^2 1 2 
Bjt^g|5 2 1 2ti, »fF?n-y^C, 2 1 lfrf, 

a»p r j ^swxso 

[0050] mc, mm^^m-^ tcm-^ic . ©#352 

1 2te, S l tc^-r£?fc, StelX^fcHil^SLJ&P R 
j i:fc^flfiW^SfP^e>y hmitCMLX, Bf^fbHiS?: 
£{RU *fiRUrc^^tH**TMDS^{tg|52 1 3 



i ) mmmm=mm (+) sl»p r j 
c£T\ mm? (+) te, ^fflws«n^^o 
[0051] %rc, m^j^mm^rcm-^ic, mm 

(C, Bg*?S5 2 1 2te, 5£2lC^r<fc5(C SteflXofc^ 
^-fe;l/i:SliXP R j fcfcgfflfiWaiaa^lf'y h^cfiSL 

?:TMDS^«2 1 3^ttitl?%o 
(^2) Bgf^t«?S'fe;l/ = «?B*;l/ (+) SJfcPRj 
(4) T M D S RF^fboP 2 1 3 

TMD Sft^{bgP2 1 3«, v--7;P5 0a^LT, 

aatSTMD sffi^gp3 i i tgi?nrt^„ 

[0052] TMDS ft^fbgtf 2 1 3 te, 0 7 tC^f £ 
3tC, TMDSxyn-yT. ->iJ7^f 2 13 a, 2 

1 3 bRZf 2 1 3 cfr ftT^Zo TMDSxy 
n — # • i/V T=7-<(*f 2 1 3 a, 2 1 3bM2 1 3 c 
te, C^EK^-T^fC ^tl^tl, ^-7"^5 0 al*I 

(Df-^^;l/C l 2, C l lRt/c l o^bt, ^M-r 
5TMDSf3-^f • U*/^'J 3 11a, 311 bRXf 
3 11c fcgi?nt^5o 

[0 0 5 3] (TMDSiy3-^->iJ77^f 2 1 
3a) TMDSxy3-^-yU77-ff 2 1 3a«, 
Bf^g[5 2 1 2fr£0f^{bHSR©5'5<DR E DcDHVtf— 
hffifg, Rtm^-fe/KDft@38 tf >y h££ttIRJ&„ 

^ssi3 2 1 i frzwrnmnmoT—z-f^—yfr 

[0 0 5 4] TMD Siyn-?' • J/ >J 7 -5 -T +f 2 1 3 
ate, ^fm-ofz8 tf -y hOR E DCOziytf—^y Mf 

SlStf^'fe;l/OftaS8 tr-y h [23: 16] , f-^ 

w *-?M9n d e , x-^-r ^-^;ws^ a d e at; 

^tOflficD^JWa^TMD Sxyn-KU v"J77Y 
XLtf+^C 1 2^/1-bT, TMDSfn-^- U 
*/^U 3 1 1 a^tBtlio 

[0 0 5 5] ftf*^(c«, TMD Sxyn-^f « -/'J7 
7-Tf2 13ali, 8 lf>y h«R E DOny^-*> h 
«ffiRt/e^-lr;l/05tal8 Ify h [2 3 : 1 6] 

i o t: -y h <Dmmcm.& L, l 0 e>y b <0lf«*-> 

U77-YXLTSWT5. 8 t£-y hfrZ 1 0 If-y h^g. 

T&mfcMicmvrzj&ictzrzib-e&Zo $fc, tmd 

SX>3- • •>'J77'l'f'2 1 3 ate, 2 If >y h€>3 
>f, n — frm^T&ZT 1 — Z'f*— 7*;H^D E, A D 
E£r 1 hfc^g|LTi3SW-r«o 
[0 0 5 6] (TMD SX>X7-^ — >U r^-T+f 2 1 
3 b) TMDSX>3- v'UT^-l'lf 2 1 3 bte, 
Bg-5§g|5 2 1 2^6Bg^{bB*©^ R E E N©3> 

sH-*>MS?B&tf^-b;l/©fti*8 if >y h [15: 

8] ^ste^So s/c, ^ssi52 1 ifrp>vkmmm<D 
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[0 0 5 7] TMDSiyn-^ 



v-U T=7-<*r 2 1 3 



b(4, §^ofcGREENCD3>^-^>Mf^ g 
;&-fe;bcDcp*8 tT <y h [15:8], x-^-Y^--/^ 

DSxyn-FU ^UT^XLTff *;l/C 1 1% 
/MT« TMD Sfn-^f - Ut^D 3 1 1 b^m~f 

[0 0 5 8] (TMDSiy3-?*->'J77-l'f 2 1 
3 c) TMD SI>3-^ • T^-TIf 2 13cli> 
Bt^g|5 2 1 2fr£Bt^{bBiR©5%©BLUE<D3i>'# 
-*yMf$g&t>"^-tr;K0*Jl8lf>y h [0 : 7] £ 

stt«?5 0 sfc* ^a§P2 1 i frc.«tf^i©f-^ 
-r^-T'^DE, ^itrawfs^v s yncmm 

RHWf H SYNC *St^5o 
[0 0 5 9] TMDSl>3-^.->iJ77^f2 13 
c(i, glt^ofcB LU E©3>;f- *>Mf$B, ^ 
t;l-0*l8 1:-yh [0:7]. £'1'*— 7Ma^ 
D E, IIHIS^V S YN CRt»j<¥Pffl{f^H S Y 
NC£, ±SBfc|nJ«l(C, TMDSiyn-KU 5"J7 
^XLTf + WC 1 O^bt, TMDSfn- 9 

• >j*au 3 i i c^m-r^o 

[0 0 6 0] 1. 3 If 7^*^315 3 0 1 
( 1 ) TMD SiM.m$3 1 1 

TMDSH^g|5 3 1 Hi, g|7(C^f <td(C> TMDS 
^3—2". D#^U 3 11a, 311 bRt/3 1 1 cfr 

(TMD S-r'n — • Vtl^V 3 11a) TMD Sf3 
— 'J*/1U3 1 lali, T-V^JlsC 1 2^/TLT, 
TMDS ftHHtSP 2 1 3fr5->U r^x- * £§(7lX 
0, §(7lftofcv'y7';b7 ; '-^fre>8 e-y hORE DO 

nrytf-^yMtm Hf/«-tz;KD$fcS8 tf >y h [23 : 
1 6] , r-^-f^-^H^DE, 7 s — ^ 

is ^ a d e Ris^mmmmmwim- u red©^ 

>#-*>hVMRZfm&-*:>\'<D9em8 tT<y h [2 3: 
1 6] *Bgft3l53 1 2-\aj73b, x'-^^-^Wa^ 

d e , 2 -y ^;Hi^ a d e s.r>' ; e©ffio$iJfflifi 

^«r*7)-«tg|53 1 3^W7J-rSo 
[0 0 6 1] (TMD Sfa-?- U*/<U 3 1 1 b) 
TMD Sfn-^f • U#A'J 3 1 1 bit f^^bC 1 
1 ^bT, TMDS fvF^ftofl 2 1 3 Z is V T jIt*— 
^SrStflxD, S^7fti"J7;l'f-?*^GR E E 
N©3V#— *>hM$B;Rtfe^*;I/©**8 try h 



[15:8] *8fU GREENOn^-^hf 
«Stff^HDtfiifc8e'yh [15:8] £Bg^g|5 3 
1 2-\HjyTf 5o 

[0 0 6 2] (TMDSf3-^-iJ*MiJ3 1 1 c) 
TMD Sf3^« UfcMU 3 1 lcli, f-V^M/C 1 
0%/Tbt, TMDS 8»{fcffl5 2 1 3 <Z> %/ V TJlf- 
££§(7lXD, SW^oft^UTybx-^fr^B LUE 
©n^-^VMffg, ^•bW*l8(f7f [7 : 

o] , mrnnmimv s y n c&tf*¥wwffi#H s y 

NC*«§U BLUEOnysK-^yhM §pt 
;KD*j?8 e-y h [7:0] £0g^-g|$3 1 2^731., 
SEWI^V SYNC &tf7K¥IBim«^H S Y N C % 

"f^xyu^mm^3 o 2^m^-r?.o 
[0063] ( 2 ) mmm^^ 3 1 4 
i^iiE««^3 1 4(4, immnm^2 1 4 tmmic 

HDCP^tC^oTi&f^-TSc tMEit«*g|$3 1 4© 
±g&»fF(4, S2iIEilftWgfl3 1 4£i£{Hll©Sgi:<9 

T**3. ffiSE8#*f8B3 1 4©f¥Sffl(CO^T(4, HDC 

[0064] *mm<Dmmict3if?>wmm#^ 
3 1 4cDfj^£o^stf^fiSc^a'tco^T(±, g&E-r 

(3) BgE§g($3 1 2 
m^3 1 2(4, Hg^fg|S2 1 2fcBWIk:«rfW*o Hg^§ 
§15 3 1 2(4, IfrfF^d-y ^gfc, TMDS*fi*#g|5 3 1 1 

«^95 3 1 4A^a«SCP R j £SOTX5o 
[0 0 6 5] #(C, W#<fcMfR*gWflK-3 Sg 
Efg|53 1 2(4, i£3{C^-f <fc5lC SttftofcHg^tM 
fRhSltxP R j fctePflfiWi&aft^if-y bff(c#SLT, 

m^mm^mu ^Lrcm^mm^m^3 1 3^ 

(S3) ffi^H£=Hg^{fciiifft (+) a»PRj 

[0066] g;/c, mmt^-tJitt^m^ ferns 

(C, [W]ttt(C, Bg^§g|5 3 1 2(4, S4(C^-r<fc^(C gtt 
^o/"cBg^{b^-fe;l/i:SLISP R j £K«fl!ittl|3Sfti£ 



^^n§^(cffli/^n/cS[»fc(4, m-<D\mM-$%<D 
[0067] (4) mm* 1 3 

7^KtaP3 1 3(4, ttft^n^y^fttc, Bg-^g|5 3 12^5 



^mF>-t)i*ftmf®3 1 3-^m^t-^o 

■b^ (+) Slift P R j 

2 4h*7 FfiO«^*S(t3fO, TMD Sm^3 1 1 

^ADE^S(tfX§o ^(StaS3 1 3(4, SOTXofex- 
^^^-X;WS^D E*^H I GHOt^, S(JlX-7fc:2 
4 l£>y hfiOfffg^^H^Tfe^^^^L, a&ft*D 
>y SWX-^fc: 2 4 If >y hfiOlf 
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LT. xVX7>^f)5IJ«3 0 2^\m^-r§o £fc, ft 
aig[53 1 3ti, §tt&ofcf*-*-f*-7*;WI^DE2: 

7s-/i"fMW®>3 o 2^\m^j-r^o 

[0 0 6 8] 1 3«, Stt&ofcf*-* 

-Y*— TVWS^A D E#H I G H cDi§ a\ S^ofc2 
4 tf-y hSoDHRAMK^^-b;l/T«S2:»4:L, Klff- 
^P-y^lftC, Stt^-Dfc2 4 lf>v hSOfS^t^g 
p-tfotLT. XtT-**lJ»g|53 0 s 
ft, #8lgP3 1 3«, SWXofc-r'-^l'^-^VHf^ 
A D E£rXh°-#£iJfflJg|3 3 0 4 So 

[0 0 6 9] 1. 4 fVX7°WffiWg|S3 0 2Rtf C 
R T g|5 3 0 3 

r^X-Tb^MWS 0 2 #«g|5 3 1 3fre>SSfl^ 
P >y ^«tc, «^BfSftt5f-^*-7;bfi^D E % 

sttsjt), TMDsit^g(53i i frzmmmmm^v s 

Y N CStf7KffiWH S Y N C%§W§„ f^X 

YNC&^^raW^HSYNCfcSrSVT, RE 
D, GREENRtfBLUEOTf P^fa^^tftU 
fe&L/c#f f P^'ff^C RTg|S3 0 3"\tfJ7rrS„ 
[0 0 7 0] C R Tg|$3 0 3 r-f X^W ffrJfPglS 3 
0 2^6 RED, GREENM'BLUEOZtn^f 

1. 5 Xfcf— #fWffl]g[$3 0 4StfXlf-* 3 0 5 
Xb°-*HilJffl]3|5 3 0 4 #|«ig|S 3 1 3*^lftyD7 

^m^mn^^^Rxif-^^^-TMn^k d e % 

:rIK f? , SttSJo fcf* - * -Y *-7VWI^ A D E # H 

[0 0 7 1 ] Xkf-#3 0 5«, Xtf-7J$ir#g|5 3 0 4 

2. /S— Vt/l/3>lfa-$->Xfi 1 0<DM\f 
/^-Vf ^nVh^-^i/Xf A 1 OcDftmco^Ti^ 

(l) ^-vf yl/nytfa-^xf A i ooigfiff 

fijffl#<o^tc j; dvd Ksmstix^Kmak 

Xfi 1 OfDMgiMI^COt^T, 08 tC^-T 7 P— f-V 

[0 0 7 2] PC*ftgi2 0tCRTf-YX7'W8 
■ 3 0i:Orac*31/^ HDC P^tcScyVT, PC 
**gl2 0(i, CRTr^xywgf 3 0tfiE3& 
SBT'fe 5 frSfr MISSEL (Xf -y7S 10 1), igffi 
^J&L/cif^iC (Xf 'y7°S 10 2), ffi3I%^7ir 
5„ USE A WiJ L/c il-a-(C (Xf7 7°S 10 2), HD 
C PiitC^t>TK S VUXh£»f3 (7T7 7' 



S103) 0 CCT?, K S V UX hcO^^ttco^Tti, 
HDC PJSt&KKSJSftTVSOT?, iMW^WfTSo 
[0 0 7 3] ^(C, 7 A©S#*^-r^» i iC 0 © 

ffi^tas-fs (xfy/s 1 04) „ ^fc, xf77"s 

10 5fr5Sl 1 2fcfcV^T, 71x— Alffc, Xf'yT' 

siosa^si 1 1 icvk-?mm*m*)M.?o w&. i fc 

1 (D\Ummis (Xf -y7°S 10 6), 7b-Afi;<£>g| 
#*T*fT3 (Xf'y7°S 1 0 7) „ #fC, Xf>y7°S 1 
0 8fr£S 1 1 1 tCfeV^T, f -TV^C, Xf7 7 s S 1 

0 9fr5S 1 1 O^HDjg-To 

[0074] i mo^^y^pm^RRtf imo^^yyt. 
mm™%mt, mmRzrm^&fi^ (xf -y7°s 1 o 

9) , HDCPWci^^ «©H*r*ff5 (Xf 
>y7°S 1 1 0) . 
(2) SWBK0»ft 

i8<DXf77°S 1 0 1 lC7jk-tl£WMU<DWlftlC-3^ 
T, 0 9K/Tt7n-f + - r-^ffl^TH^-TSo & 
$3, SK^SEfcOv^TH:, HDC P&t&fCiBIKSnT^ 

[0 0 7 5] ISSE®«#gP2 1 4«, An^4«L (X 
f -y 7°S 1 7 1 ) , A nfttfA ksv^I 2 C/Wf$ 
5^r- 7VI/5 0 b^LT^!SE««WJSB3 1 4'\jMfiTf 
5 (Xf77S 1 7 2) o ISIia«Wg|5 3 1 4 Ji, B k 
s v IkZ? REPEATERS I 2 C^Xffe5^-7;I/ 
5 0 b*fl-LTgtE«ft*95 2 1 (Xf7 
7° S 1 7 3 ) o 

[0 0 7 6] IMFJtWSgP 2 1 4 ti, Km=Akeys 
over B k s vSPL (Xf'yT'S 174), 
(K s , M 0 , R D ) =dviBlkCipher 
(Km, REPEATER | An) Sr^WTS (Xf 
■y7S 1 7 5) o ISalitJWfgP 3 1 4 «, Km' =B k 
eys over A k s v $r¥?tfj L (Xf -y 7 S 1 7 
6), (K s ',M 0 ',R 0 ')=dviBlkC 

1 p h e r (Km' , REPEATER An) 3rB 
ffiL (Xf-y 7°S 1 7 7) , R 0 ' ^ I 2 C/Ut«l 
f-7;l/5 0 b^r/rLT^mEa«Wg|5 2 1 4 ^{s^S 

(Xf -y7°S 17 8). 

[0 0 7 7] ISIIglWWgG 2 1 4 (4, R 0 tR Q ' 
£J£«U -a-TSJi^fCfi (Xf -y7°S 17 9), C 
RTf/X7"U^8t3 0tf]E%%mWT*&Z>£mm? 
So left, — gCLftVlf^fCfeJ: (Xf -y7S 17 9), 
C RTrVxyU-i" |£3 3 OtflES&SBT&V^IglE 
t5„ (3) yiy— I^m<Dmn^<DWi^m 8 (DXy-y/ 
S 1 0 7 {C^"T7 ^ftoaMOlftlCO^t, 121 
1 0tc^T7a-f + -h^ffl^Tli1-S„ &*J, 7 
U— A«<D»«WJCOV^T(i, HDC P*ItS(CIB«Sc$n 

[0 0 7 8] ISEaWWgP 2 l 4 (i, (K i , M i , R 
i)=dviBlkCipher (Ks, REPEAT 
ER | | M,_i ) %Wtti?% (Xf -yfS l 3 l) o * 
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iff 2 0 0 2 - 2 8 1 4 6 4 



fc, ISSESKW^ 2 1 4 fix ( i mod 128) 
OT*&5iS^fc:<D# (Xf7 7°S 13 2), R i = r i 
(Xr^y^S 1 3 3) o SKEH£3lffi3 1 4 
H\ (Ki* , Mi \ Rl' ) =dviBlkCip 
her (K s ' , REPEATER | | M' ^ ) £rg 
WT£ Ufy^S 1 4 1) o BK»«r»3 1 

4fcJ\ (i mod 12 8) ^0Tfe5i^(C(D» 
(XT-y7°S 14 2), Ri' = r i ' ^rBmT^ (X 
T7^S 1 4 3) o ^fc, ffiffi*W*r8|5 3 1 4H\ 2© 
Ri' ^I 2 C/Utfe§^7;I/5 0b^L 
TKiHt«*»2 l 4^m*rsKE»«*gi5 2 1 4 

2#©tc, RitRi' fc*jt«u -a-r*»^ 

« (Xi^y^S 1 3 5) , CRTfVX7 s l/^8l3 
(Xf77°S 13 5), C R TfVX7 P l/^Sf 

3 o#iESft««Tfc^fcttffi'r5o 

[0 0 7 9] (4) lflO^^^W^flHR&tflflO^ 
880Xf77°S 1 0 9fC^f 1 fl07^^iift 
fcoi^T. 0 1 1 ic^t7n-f t- h?:ffl^riit 

[0 0 8 0] IgSES&WrgB 214H H D C P Mulcts 

a, J4f*Wtca, M,_, (Xf7yS2 0 

0) o X-r-y7"S 2 0 1 — X-r-y7°S 2 0 5 fcfc 

1 M(0^^>m-^mi\H<0^p^:;lA C j fco 
t/^T, KTOXf-y/S 2 0 2 — S 2 0 4 0 JSt* 0 

1 — 13 8(Dm%tZ> 0 

[0081] mE.rn.Pkmm 2 us, 24 e>y kdslk 

P R j ££/&L (Xx-y7°S 2 0 2), Bg*§gB2 1 2 
», fp-tr;VAC j tUMP R j ftPffiWIfeSfP^SiSL 
"CWMfftftjU-fe/I/E A C j (Xf7 7"S 2 0 

3) o 3fcfc, Bg£|g|5 2 1 2 T M D S fSHifbSB 2 1 
3, ^-7Vl/5 0 a, TMD Sffi^fg[$3 1 1 ^/TL-T, 
Bg-^g($3 1 2-V £$LfcHg*i{b^Hz;l/E AC j 
f3^§ (XT--y7°S 2 0 4) „ 
[0 0 8 2] miMPk^m 314^, H D C P Sit&fCfc 

a, fl^Wfca, M' ,_i -T'fe^o (Xry^S2 2 

1 ) o 2«C, Xf-y7S 2 2 2~Xfy^S 2 2 5 fcfc 
i^T, i^H<D^'Ty^1f$grt(D#Bg^b^-lr;l'DA 
C j (COl^T, £CF©X-r>y7°S 2 2 3, S 2 0 4, S 

2 2 4^«0jg-T o !1CT% lfflO^-r^^lSffirtfC 

a, i 3 8iong^tfp-b;i/^fti§o a, 



[0 0 8 3] fSfHtttlfglS 3 14a, 2 4 tf<y hOSJK 
P R j ^r^/jScL (Xf 7 7"S 2 2 3), Bg*fg|53 1 2 

a, «refk*j*nrrt>D a c j ta»p r j teSHfiwua 

ft«aSLTM#^-lr;l/DAC j *£/#U Bg^fg|S3 1 
2 a, ^«g|J3 1 3-^|Rbfca^p^-fe;l/D AC j * 

m±/-r& (xf'yys 224) „ isiESt^*sp 2 1 4 

a, tasE- s IH'B L fcfS##J»»fr 5 Mf2W#M*«7t 
T S (Xf7 7S 2 0 6) o X-r-y 7°S 2 0 7- 

S 2 1 1 tcts^T, 1 fflOv^v^ltffirtO&HiSRP 
C j tCOt,>T, OTOXf7 7*S 2 0 8 — S 2 1 0 %M 

oig-To i m^^^ymmmftiat, 720 

T, 1 —7 2 0 Offl^r t&o 
[0 0 8 4] tm.mp&B2 14 a, 2 4 e-y 
P R j 3r£f£L (Xf7 7"S 2 0 8), Bg^g|32 1 2 
a, i*PCj ££jjjcLfc&l£P R j tldlfiMft 
^ri5fiLTBf^-fbiii*E P C j ^figb (Xf--y7S2 0 
9) , Bg^8P2 1 2 a, T M D S ftmtttt 2 13,^- 
7^5 0 a, TMDS«^g|S3 1 l^LT, Bg^g|33 
1 2-s, ^LfcHg^{W*E P C j *mB-t%> (Xf 
-y7S 2 1 0) o 

[0 0 8 5] ^SEgfcHrfjgB 3 1 4a, iwaB— RSEM L- fc 
ffi#WWM*^W8B*J«Bffl%«7C-rS (X^-y7°S 2 2 

6) „ XT77S 2 2 7-S2 3 OlC^S^T, 1 

{@O^^>B^{ttfffirtc0^Bg^M*D P C j IC~D^ 
T, KTOXf-y^S 228, S 2 1 0, S22 9 3r|§ 

Dig-To CdT, 1 fi^^^>B*»Wffirt(ca, 720 

tc*5V>T, 1 — 7 2 0O{fi£ri;S o 
[0 0 8 6] ^SE«J*WgP3 14 a, 2 4 t£-y h«£LI& 
P R j %£fi5cL (Xr-y7°S 2 2 8), Bg£§-gfl3 1 2 

a, Bt^ti*i*D p c j t^Ltamp r j fctsHtt 

Wi^Ifn^SSLTtg^BlKD P C j ££j#U £j«Lfc 
S^ifl^D P C j *ftMffi3 1 3^\m*-rS (Xf7 7" 
S 2 2 9) „ 

(5) H D C P Bg^-g|3 2 1 5 [H D C P 3 1 5] 

fc=c§Bi^fb <DWimm& 

HD C PBf^g|52 15 [HD C P«^g|53 1 5] fC<tS 

mmt mm <Dvmmmc-o^x, mi 2*i^t» 

Bi3t§ 0 HCm [ ] f*3<D!B*ca, HDCP 

«^g(5 3 1 5fC«tSffl#©««8»gP^LTl/^o 

[0 0 8 7] (Mn^©«IfrP)74' K;bt*cS8D O^NCO 
S^) R e s e t«ffitCfc^ti-& (Xf--y7°S 3 0 
1) , XaiMBc^f&Lfctl^c (Xf77"S3 0 
4 ) , HDCP Bg^gP 215 [HDCP «^g[5 315] 
a, TV K;l/«flgD 0 l£W&?%o 

(74 FJVVmD 0^P>7b-A»Bt»««SD 1 
i) HDC PBg-^g)52 15 [HD C P«^g|33 1 5] 

a, hdc d v i ^-ea^ffiffl-efe 

-dTcC T L 3ff^^7U-AHH+»0[oI^fI^^fflt/> 
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-TXOC T L 3fg^%ifiScL/ci:tfC (Xf--y7S3 0 
2) „ HDC PBg^g|S2 1 5 [HDC P«^g|$3 1 5] 
it, 7 l^-A«fre*fTfc 3 -7 b-AHtmttffiD 1 

iit5 0 y\s-i±MtmwmD i k&^t, hd c p 

Bg^|g|$2 1 5 [HDC P«^g|$3 1 5] It, #©8fc«7 

[0088] (7b-Aiift»ttftiD i frzwmmt 
[mm ■m&DZ'wmm vy^>?mm^ic, 
m^offltemmprji^tz, mmt mm r^zmi 

3 0 9) . HDC PBg^g[$2 15 [HDC P'^ffi3 1 
5] It, WHiB&^ft «SlD2(cS^-rSo BUB 

Bg^flt miD2(cfe^T, HDCPBg#g|5 2 1 

5 [HDCP«^3 1 5] it, B^g^Bg^ft [« 

[0089] mm® mt m m w& d 2 e> unknow 

n Blankm^D 3^©*^) BJ«Rffi#0#?t3 0 (-JfifC 

HI 2lC*5V>T\ C(Dm^ r ! D E J t^LTI^ 
5o ! DE^(ffi§i: (Xf-y7°S 3 0 8) > HDC 
PBg-E§-g|52 1 5 [HD C P^aS3 1 5] Unknown 
Blank^HD 3 iCW&TZ>„ Unknown Blank^fgD 3 IC$5 
^T, HDC PBglfg|52 1 5 [HDC P«^tgB3 1 5] 
it, gl^fT^^46§o 

[0 0 9 0] (Unknown Blanks D3*^7 U— AH 
aiWVUBD 1 'NOI^) Unknown Blank^fSD 3 fCfcV 
T> CT L 3ffi^#§W-|fc3fc (Xf7 7°S 3 0 3) , 
HDCPBgi#g|5 2 1 5 [HDC Pffi^g|53 1 5] It. Df 

1 'Nlif.S. (Unknown Blank^fgD 3 ^5.H7'7> 
^WD4'\Oli) HsyncCiOH^y^ (— 
HSlCtTlfy) T'fcS ttWS, Hsync 
i: (X-r'y7°S 3 10), HDC PBg^g|$2 1 5 [H D 
CP»g|5 3 15] ti, H7'^>7«flD 4^51^t- 

[0 0 9 1] H77>^ttiD 4fC*5^T, ftS#r#D 
3 T'Unknown Blankttl^T LteiftliS, H D C P Bg^ 
g|52 1 5 [HDCP«^§g|33 1 5] ZLZXft-D 0 

(Unknown Blanks D3A^V 7*7 >9ViM D 5 ~v<D 
&*£) VsyncCJ;i3V77>^ (-^£7 I'- A 
fffl) T-fei, CfcA^S, V s y n c ^Stf^S i: (X 
f>y7S3 1 8) , HDCP Bg£|g|$ 2 15 [H D C P II 

*§g|53 i 5] it. v^yytiDSAi^t^ 

[0 0 9 2] (H77>^«1D 4^SB*«Bg^ft [« 

#] ««D2M!)i») Htvy+y^liPKc^i^ 

tf&V^i§?, D Em^Z^fWZt (Xf7 7S 3 1 
4) , HDC PHg^-g|5 2 15 [HDC Pffi^g[S3 1 5] 

t±x wmm^<DX(Dfi<Dmmt mm mm 



mt mm vn&M^m&t&o 

s&) c t l 3mmm^ttnt (xr7^s 3 1 

5) , HDCP Bg^fgR 215 [HDCP H^gfl 315] 
D 1 'vaults. 

[0 0 9 3] (H777^«iD4^?>V77>^«l 
D 5 s\(DWW VsynctCi!3V^7^?fe5Cfc 

Vsync^SWIii: (Xx>y7°S3 1 
6 ) , HDCP Bg#g[5 215 [HDCP IS^g|3 315] 
It, V7"7>m«D 5^«^i»o VT^V^ttflgD 
5(C:fc^T, HDCP Bg-^-gp 215 [HDCPft^§g|5 3 
15] f±, &ST&#^0 0 

[0 0 9 4] (V^77^tttD 5^5.7 U~Aitf+3? 

vmi> i 'nom) c t l 3mmm£.+tii£ (xf7 

7°S 3 1 7) , HDC PBg^fg|32 15 [HDC P 

3 15] It, ffirc%7 \s-L.Mim%ft&0 fc&bs 7 l» 

-AStff-»tt«|D 1 -mKTTSc 

VT^^JWRHttnc, CTL3{gW^-r§H«JfC, D 

Emmct:>ommm^icm-Drzm^ ufy^s 3 1 

9) , HDC PHg^gP2 15 [HDC P^gP3 1 5] 
It, ^K<D7U—L.<D^mtltn^t>^\ CtlltVZ"? 

[0095] (7b-A®ffg««iD i frz^pmmt 
mm MDe^gi) vr^ytmm*, m^m 

^(DmtthmnADEtf&tllg (Xf77"S 3 0 5) , H 
D C P Bg^g[S 2 1 5 < H D C P UmtSt, 3 1 5 >f±, 

im<ommt mm Tt^Bg^ft mm « 

ftlD 6 ICiS^X, H D C PBl^gP 2 1 5 [H D C VU'} 

gP3 1 5] it, wjummzmmt mm ts 0 
[0096] mms&it m m wm d6*5 

^•ftttH D 7 'XCOjl^) ^^{i^<DHt> 0 ^ A D E IC X 
*)M%l1*tl2>t (Xf7 7 , S 3 0 6) , HDCPBg^g|5 
2 15 [HDC P«^-g|5 3 15] It, WHftfl^J&SS 

(Dzm^mmammmvT^m&t&o mi z\as^ 

X, COfS^^r r ! A D E J t^ffiLT^Zo 

[0097] mmnmmm d 7 ^ 5, B*{t sg^f t [« 

^rSlt^Si: (XT77S 3 0 7) > HDCPBg^g|5 2 
1 5 [HDCP«^3 15] |£, B*#Bg^ft [«^] 

««D 2-^S^-TSo (H7"7>^«iD 4^P»g^Bg 
[«#] miD8-\0«^) ADEfS^^SOT^O 
(Xf'y7°S 3 11), HDC PBg^g|52 15 [HDC 

P«^g|5 3 15] It, ^©H7*7>*y»O^I 

^©Bg^ft: mm *i&tbzrctbic, m^m^it m 
m miD 8^w»?&o 

[0098] ^Bg^it mm wmv 8 ic&^r, h 

DCPBg^-g|52 1 5 [HDCP«^g|5 3 15] ti, 
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mmtmmt mm ?z> a (.^wmt mm mi 
d 8 e. BWtfi^mi d 9 ^(owm ^jsim<Dmt> 

0*UDE(Cj;0W2n§t (Xir>y 7°S 3 12), 
HDC PHf^g[52 1 5 [HDC PH^g(53 1 5] H\ B* 

[0099] m%mwmamD 9iasi>x, hdcpb§ 

^952 1 5 [HDC P«^g|5 3 15] tt, B*{tHt^#! 

s § ©%#o c mmmwvm D9^ B*i«ii&#<b 

M#] miD 2-\£>jB^) TMDS'J^ODEOT 
fiBg^b 1-^^E*f*fi^O^Bl^#X.So DE 

&4f£fit*9l££ (X-r-y-7°S3 1 3) , HDCPBg^f 
SP2 1 5 [HDCP«^g|53 1 5] tt, B&ftiBg^fb [« 

[0 10 0] 3. %t$> 

a. mmmias^x. mpim^mrmi±mL, mmm 

[0 10 1] gfc, nm^-inm^xy-i,^ MMim 

[0102] mrc, HuEBg^eiMv'x^Af*. tuies« 

%)\Y^x\\\V')\tznrz(h' ha u tvmnmt 
7k¥-mmiB^<DmzMtmmi<nrcM*m^xx<Di®s5 

[0 10 3] Sft, WfBW#eiMf X'rAti, BUfBMffl 
[0 10 4] CO&oK, MfBBg^fcjMi/X^Afc*?^ 

x « . mm \ci3ifz> mmm^<Dv-*- * ^ ?Mm 

(DEft^) fC^P^T, ^i^Of-Ji^^-^if 

(ade«#) ^itinu ctiz^mmfflm^tLxm^ 

Tffflffll^So <KD{m*miJQLX^Z<DX\ ^ff^£D 
[0 10 5] $ft, SaiBB&#ejM'>XxAt±, tulBiMff 



fc, i!ufBB^{5^>XirA«:, MfBBg^^'rtgpmi 

U Bg^^corta5«il^ti:oS]W«i8tcH 

[0 106] HDCPTfl^Tl^HDCP Ciph 
erti, fig|$mi£f*f$U CtllcffiSLTA^f-^ 

^#5£ t'SSo ^ftilJ T* ti , mi D 3 B#j& X <D Bt^73 S 

mimhx, ^<Dvmm^<Dmmmm («iD2) % 

^ctc&D cost), miD 9^e,miD 2©s^i:, 
mi d 4 a> ?>mi d 2 s\<Dmm , hdcp gmmi&iE 

[0 10 7] $fc, MIBBf^-e^^X^A^, fjfBi^fi 

*«>*a— ;l/?:/liV^-So £<D£5lc, MrBBh "iBM '>Xf 

ttatcLTl/^«T\ ^OBS^GiMv'X-rA^&cDia 
J!»PgP^^*/jN{cai^5n§o S/c, HDCPi:|W]«tc|SliEi: 
««lf , Bf ^fc(C Wffl©^^ a-;bSffl^5t^« 

cDT, mmmmttmmtz c t tfx%z 0 
[0108] iirj;{3Bi^eJM->X7 L At±, HijfoBJMfa 

urease nrc&mmwim ^*m^x c n^mt % . 

SS^lffllJfcaSS feet LT^5^ ^<i^cDMili:B^ 

<t ^ LT\ WIB^e^l^XT-Ati, fijiB^aftHJfflifS 

[o l 0 9] J-X±oj;9tc, *^fitetDJg^{c«tn^ H 
DCP^comi31^, *5 <t tf ^SS«««rl|/J>(!llfi3g-r S 

z.imxm'®-?% 0 n<omm^&<o. ^mmf^miE 
n&^m&ic^xi±vtx<Dm:PMfetmumMt>mm 
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CO l 10] £fc, !Se*©HDCPS«i:±{fi[S«itt%ffi^ 

lt, ^ftft^i: i: i>ic%mm%mmtfcmxi? % a 
[oiii] 4. *<Dm<F>mm<Dmm 

(l) * r MM<Dftmic£%t, /^-vt;l/nyifa-^ 

[0112] (2) *nm<DBmic£z>t, zmitgw 

ffim*, ft^C12, Cl 1MC1 0£D^:T^/r 
bt, tf-r*8MS2 0 1 fr5lf-r*Jgltta$3 0 1 'Me 

v^t, if ^^gpz o i frzviTxmwmz 0 1 'Me 

[0 113] (3) jffiWlt. ±3BfC^-r 7a mX*3b 2>t 

Hi^-T^n^tfa.— ?7a^7AT-S5i:ttt>J;i> 
L, MSB n > £ i - £ 7°n ^7Afr £> 3 r^^/Wf^ 

£ 7°n ? ^ AXtiMIBT 5 v-'^;Wf n y tf a— £ StT* 
IXD^BiftiBtS^*, 7U+->^fVX^, 
A-FfVX^ CD — ROM, MO, DVD, DVD 
-ROM, DVD-RAM, ^ 'J & if, fCfBil 

)im^x&5>£vx$>£\,\ 

[0 114] * fc, MEnvkfa-^ny 
W«85iffi@*S, f >*-*>y h£ft3ti:-f 3*-y h7- 



-jf>XfA^oT, HflfB^Uli, ±fBr3>b°i- 
^^n^^A^IBIiLTfeD, tuIBv^^n7n-b'y-7 
«, MHfin > tf a - * 7°n AtcfiEo TWlittZ t L 

[0 115] 3(«2:/n^7AXtti<ne7*S>*/HI 

WlB7°n y?l±XteM2'r5 ? 5>ME^*wii : &%- <y h 7— 

tf a.-^~>x7-Atc j; t ut cfci/^c 
[0116] (&M±<Dmm(Dnimtid ^-v-r^y 

tT a - ^ ^fflf $ BSailffi*^ if fel^T, Qfcft t %P t * 
mj]?%M&lCl3^T$\mtZ>£tti i T*Z%>o Site, D 
v DS*»B J f»7 f ^*;l/tt3MSflS«fi:i3^T. MS 2: 
lif t % ffi ±s •? % m & ic Us ^ T & * ij ffl -r 3 c i: «« t? * 

[0 117] 

^r^tc^ov^T f-^ ^ ;v^^'is?g^ mm l, mibsw 

[oils] cniz&^r, mmnmt^mmtttw, 

mm* w ^ x 7 s nytmnmzists y^-wmm^. 
sru mmtLxmmtzmn'giwt, mmtznrcm 
as y v- i^mmttgrn lxw. ^ u «f?nft7u-i 

If fg^ £MiB7 ^^;l/WH»««*tta L, St^-T 3 Rfil 

MIBiMfiS^^, xv-^yb^'Wffi^MIBW^^^fe 
^TtuaB7 U-AffifS^^fifbL, BfiSBx^^^^^W 

[0119] cntioT, mmmh^mmh^ 

[Hi] 0ni, A-Vt;l/3>lfa-?yXfAl 0 

[02] 0 2«, /^-vt^yifa-J-yXfLio 
oiiS^St/'o -y 

CH33 H3(i, (ff*»l»2 0 1 Rtftr-rtfgMaas 
3 0 1 OM^t7D'; i'ST'fcSo 
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2 0 


p c *f*SB 




3 0 


C RTf-fXT'WS 


[05] 05«\ ^raoS)l{C#3 17l/-AWISt 


4 1 


K 


Z>T—5"(*~7)Vm^DE. ADE, 


4 2 






5 0a 




[06] 0 6fi, Nfra©MjStC#-5 I7^ycffl3t5 


5 0b 




X-^-r^-^Hf^DE, ADE, 


2 0 1 






2 0 2 




[07] 07 fix TMDS^{tgP2 1 3&tfTMDS 


2 0 3 


DVDAtH^ 


t*^gi53 i io«^-r7n7^@m„ 


2 0 4 


ftjffllgp 


[08] 0 8 fi, W#fbWH»^1fl8%B^'rs»^© 


2 1 1 




^— y^l/n^tfa— ^e^X'ri* i o ©MglfrfF^f 


2 1 2 


Bg^gP 




2 1 3 


TMD S^fbSP 


[0 9] 0 9(±, mmmM<DMilF*^~?7V- : ? J r-h 


2 1 4 






2 1 5 


H D C P Bg^gP 


[01 0] 01 0«u 7U—l±n<om$&<DWlttZ:7r& 


3 0 1 






3 0 2 




[01 l] 0 1 Hi, 17^^^1IWW 


3 0 3 


C RTgP 




3 0 4 






3 0 5 
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